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Arelease.exeR HASRAZFRMN—INEFHHEIE, BRTHNRESE T
LASSIE B EH

21 MR HER

1. Windows PC, 2 i 64,
2. KMASREMHWITEITE,

a. 64fZwindows PC , F T EEHS :

aboot-tools-<tagName>-win-x64.exe.

b. 32{Zwindows PC , i THEHES :

aboot-tools-<tagName>-win-x86.exe.

2¢450: aboot-tools-2020.03.25-win-x64.exe. A TS 1TH
20 | A —Mag R BlF , BAwine4 iz R fl, BEEFER
B T E#TIRE , LXMW <tagName>E oS,

@ <tagName>R TEMRAS , LR MR EE X ,

2.2. RIESR

1) BEIES (Win64 Rl )

MifrTEMaboot-tools-<tag name>-win-x64.exe
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B3 ## & 71 A3 B Faboot-tools-<tag name>-win-x64

cd aboot-tools-<tag name>-win-x64

2 ) LfTWindowsH s S & Hcmd.exe, FEEQ ( console ) REMAWTHMT |
REGLHYER .

arelease.exe -h

cmd console.

U:\aboot-to01s-2020.10.01-win-x64>arelease.exe -h
Asrmicro Aboot Release Application.

Generate release package for designated product.

Usage: arelease.exe [OPTION]... [FILE]
-h, --help Display this help and exit
-c, --config=config Products base config directory
omit for current directory
-I, --image-base=base Images base directory
-k, --keygen Generate security keys
--key-alg=alg Key algorithm: 'rsa' (default), 'ecdsa'
-1, --Tist List all supported products
-g, --generate Generate release package
--erase-all Add erase all command before any flash
operations
--erase-all-only oOnly execute erase all command
--fuse-only only generate fuse commands
--upload-only only generate upload commands
-p, --product=product Select which product to generate
-v, --variant=variant Select product variant
-i, --images=images Set image path for image id
E.X. -1 seagull=seagull.bin,msa=msa.bin
[FILE] The option FILE designated the output filename
if not designated, will use $product.zip as
default
Example:
arelease.exe -c . -k ——key—a1g=rsa"
arelease.exe -c . -1
arelease.exe -c . -g -p ASR_CRANE_EVB -v CRANE_AO_16MB
arelease.exe -c . -g --erase-all -p ASR_CRANE_EVB -v CRANE_AO_16MB
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arelease.exe -c . -g --erase-all-only -p ASR_CRANE_EVB -v
CRANE_AO_16MB

arelease.exe -c . -g --fuse-only -p ASR_CRANE_EVB -v CRANE_AQ_16MB

arelease.exe -c . -g --upload-only -p ASR_CRANE_EVB -v CRANE_AQ_16MB

arelease.exe -c . -g -p ASR_CRANE_EVB -v CRANE_AO_16MB

ASR_CRANE_EVB. zip
arelease.exe -c config -I images -g -p ASR_CRANE_EVB -v CRANE_AQ_16MB

O MhelpHBBEERAUFRILGS , S8 K'E A THERNIERE. “key-
aAg’ ATIEBRBRFTEEANEL , Ak BrsaflecdsaPME L |, 244|EH
rsa.

3) WA HEIERTKey :
arelease.exe -c . -k --key-alg=rsa

cmd console.

G:\aboot-too1s-2020.10.01-win-x64>arelease.exe -c . -k --key-alg=rsa
Parsing command line paramters

Finished parsing command 1line paramters.

NOTICE: Creating new key for 'Root Of Trust key'

NOTICE: Creating new key for 'Trusted world key'

NOTICE: Creating new key for 'Non Trusted world key'

NOTICE: Creating new key for 'SCP Firmware Content Certificate key'

NOTICE: Creating new key for 'SoC Firmware Content Certificate key'

NOTICE: Creating new key for 'Trusted OS Firmware Content Certificate
key'

NOTICE: Creating new key for 'Non Trusted Firmware Content Certificate
key'

NOTICE: Creating new key for 'Non Trusted 0S Content Certificate key'
}

MEFEBAR , #$illkeyEE%ERK. AR EKeyXt MK B KT EHkey :

cd config\security\key

dir

cmd console.

G:\aboot-t001s-2020.10.01-win-x64\config\security\key>dir
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2020/03/26 00:32 241 ecdsa_non_trusted_world_key.pem
2020/03/26 00:32 241 ecdsa_nt_fw_key.pem
2020/03/26 00:32 241 ecdsa_nt_os_key.pem
2020/03/26 00:32 32 ecdsa_rootpk_sha256.bin
2020/03/26 00:32 241 ecdsa_root_key.pem

2020/03/26 00:32 241 ecdsa_scp_fw_key.pem
2020/03/26 00:32 241 ecdsa_soc_fw_key.pem
2020/03/26 00:32 241 ecdsa_tos_fw_key.pem
2020/03/26 00:32 241 ecdsa_trusted_world_key.pem
2020/03/26 11:00 1,704 rsa_non_trusted_world_key.pem
2020/03/26 11:00 1,704 rsa_nt_fw_key.pem

2020/03/26 11:00 1,708 rsa_nt_os_key.pem

2020/03/26 11:00 1,704 rsa_root_key.pem"

2020/03/26 11:00 32 rsa_rootpk_shaZSG.bin@)
2020/03/26 11:00 1,704 rsa_scp_fw_key.pem

2020/03/26 11:00 1,704 rsa_soc_fw_key.pem

2020/03/26 11:00 1,704 rsa_tos_fw_key.pem

2020/03/26 11:00 1,704 rsa_trusted_world_key.pem

Q@ FEMRKOEMMIrsa root key,

0 FHERHKOEML4ARIHash ( hash of Rsa public key ) o

mEFEEFR , RS BUERN Rrsailf , FTlArsati XMVl P XM B E
7o
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#l¥Efuse only T2 &

EREHUE , FELOEMAHHHashEE AfusefyBlock2[X i, #l#Efuse only
a , EERTarclease.exe® TITLE | UG STHARMITIRE , SHEATE]
T & fusel TE 2o

@ aboot.exe’ B L E I T EHHreleasePage I BE T & Hl4E

fuse only T8 3. HIAHIT I Rarelease.exeZEH,

3.1. configfii & X 14

aboot-to01s-2020.10.01-win-x64\config\product\ASR_CRANE_EVB. json

LB X 4 5 Secure BootM k<M =1TSHEENT , BEREERE
secureBootHtrue.

"keyAlg": "rsa","
"hashAalg": "sha256",€)

"secureBoot": true,@)

keyAlgiR EArsaflE , B MR EZUEECDSAK % | X TSH,
hashAlgi& & i sha256 & %o

secureBootBR AR E Ffalse. MR Etrue , ITBEF 25 Hfuse.dat, M
RigEfalse , T B F T Hfuse.date BEEfuse only , FFEEFHE
®E Atrue,

00
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3.2. BREL R

A WA ALFIME fuseonlyfIE 1. Arelease.exe (S 1TH ) 2. Aboot.exe
(GUIAR)

3.21. ST HER

1) FEwindows#icmd.exeE OMA N T T , BB IIFN~RER .
arelease.exe -c . -1

cmd console.

U:\aboot-to01s-2020.10.01-win-x64>arelease.exe -c . -1
Parsing command 1line paramters ...
Finished parsing command Tine paramters.
Supported product Tist:

ORDER PRODUCT VARIANT

0. ASR_CRANE_EVB
CRANEGM_AO_16MB
CRANEGM_AOQ_32MB
CRANEG_Z2_16+8MB
CRANEG_Z2_32+8MB
CRANEG_Z2_32MB
CRANE_AO_08MB

CRANE_AO_16+8ve@

CRANE_AO_16ME®
CRANE_AQ_32MB

O N OO Ui bW N RO

ASR_JACANA_EVB

P R OO O OO OO OO Oo

o

JACANA_EVB

O THRCRANE_A0, BS\E16MB flash# A E8MB flash,
® SHRCRANE_AQ, {X4\&E16MB flash.
EFEEGNRFOEHEESE , EXN~mER, UTHAFER
CRANE_AO_16MBIY R TR R R ET 2.

2)WA®S , Hl¥EFuse onlyfI FEE :
arelease.exe -c . -g --fuse-only -p ASR_CRANE_EVB -v CRANE_AO_16MB

v REREENFMEE, FRXERBIISHEEREK,

10
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-g -fuse-only 21 Hl¥E HAX A T ke Bfuse T 2o
cmd console.

G:\aboot-to001s-2020.10.01-win-x64>arelease.exe -c . -g --fuse-only -p
ASR_CRANE_EVB -v CRANE_AQO_16MB
Parsing command 1ine paramters ...
Release package file name not specified, use product name as base.
Finished parsing command 1ine paramters.
Processing all images needed ...
Opening image "__fuse_app_img_" from "G:\aboot-tools-2020.10.01-win-
x64\images\2019.01.15\fuse.img" ...@
Done.
Generating fuse image "fuse" with id "fuse.dat" ...0
Done.
Done.
Calculating total progress weight ...
Done.
Generating download commands ...
Done.
Generating target release package ...
Done.
Release package generated successfully!

@ fEMfuse.img , EfMffuse TEi@mS,
0 litfuseBIE S Hfuse.dat , EWITBATHE,

TEEIMBREHRERBNESH DT, “2019.01.15"%
CRANE/Bootromht A& , fuse.img4 FX#£“2019.01.15"H
FTo “2019.10.10” B F RCRAGEGH BootromiR &5,
MR Rk RCRANEGHIZER, fuse.imgR4E R
1£°2019.10.10°B % To

@ “aboot-tools-2020.03.25-win-x64\images\2019.01.15” B

EHFE FTHERTREXAF
ASR_CRANE_EVB_CRANE_AO0_16MB_FUSE.zip,

LA E24 88 2 LA B flashBICRANES Rl |, t R E X flash
@ FICRANE 53601s , =K E ZCRANE_A0_16+8MB
MFERTHI XM

ASR_CRANE_EVB_CRANE_A0_16+8MB.zip.

11
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cmd console.

G:\aboot-to01s-2020.10.01-win-x64>dir

2020/10/12 00:32 4,287,087 aboot.exe

2020/10/12 00:32 102,910 AbootPG.pdf

2020/10/12 00:32 2,694,970 AbootUG.pdf

2020/10/12 00:32 1,788,928 adownload.exe

2020/10/12 00:32 2,725,888 arelease.exe

2020/10/12 13:10 6,905 ASR_CRANE_EVB_CRANE_AO_16MB_FUSE.zip@

QO RERMFuse onlyf FHE,
3.2.2. GUILTE AR

Ewindowsi2¥ER S/ |, MiHAboot.exefTFFGUISRE , # ARelease page. &R
T B#YE R HER release B i fuse onlyHAERY o

LR R,

. %#package type=Zfuseonly,

I8l AbootDownload (Version: 2020.10.01) - PSR

Release products table

Outfile Package status

D step 3

tom Images table
Image id
boot33

Select
step 4

B 3.1. aboot.exeit F#l{EFuse only TEH

- RifiReleaseizfll , JF 1A Mzip 2.

12



#Efuse only ZipERA

Release products table
= D Product Variant Outfile
CRANEGM_A0_16MB

EGM_

CRANEG_Z2_16+8MB

3 CRANEG,

4 CRANEG_Z2_3
5 CRANE_A(

6 CRANE_AQ.

CRANE_AQ_
CRANE_A0_32!
JACANA_EVB

ASR_CRANE _|

Custom Images table

Image id Path

U:\00aboot\ab

00abootiat

3.2. aboot.exe#l{EFuse onlyf) T &2
s HMzipB4%& R, DoneXR I , Fail R R LXK,

[ AbootDownload (Version: 2020.10.01) W & & W - — - o |

Release products table

Outfile

Custom Images table

Image id

file: ASR_CRANE_EVB_CR

==

Package status

Select

Unselected

el

Package status

Release >

Selec
!

3.3. aboot.exefl{EFuse onlyfy T2/ Ih

3.3. &E&fuse only zipBHR A&

AT LA BB Z T Waboot.exe , BAGUIRE A |, BiuseBFHNEMNBER

EIRH R,

13



B Efuse only ZipERAA

|8l AbootDownload (Version: 2020.10.01) o | 5 )
ASR
Release p:L):L\rI U:\00aboot\aboot-100ls-2020.10.01-win-x64\ASR_CRANE_EVB_CRANE_A0_16MB_FUSE.zip

[ Production [ Auto enable for AT
a Save log Display log USB device only a2
i uss Fallback

step2: AEFER , fuseZ RIS

Partition table
Name Type Size
all group 0x010
external flash 0x010!
Download command table
Group Command Name | Partition Value | Image Image size(hex) Image size(dec)

image

image
Tuse mage

fuse.dat@IRS \ fusefI —i#HI3 {4

3.4. aboot.exef#iTFuse onlyf T BHE L

mode, = &kEfuse, FEERXRTAFERSfuse , I
Download Command tableBicommand : fuse &BE#i%
A,

@ GUIE X T Aboot.exeeEfuse’®@ , E4) Eproduction

W ETH#E X TAdownload.exelEBfuse’® , EiNSI-m |
@ DEFERNRE | FakkBfuse,

MERNTHTENRIERE , TAERTCHT HXHEK.
cmd console.

G:\aboot-too1s-2020.03.25-win-x64\ASR_CRANE_EVB_CRANE_AO_16MB_FUSE>dir

2020/10/12 14:54 652 download.json
2020/10/12 14:54 5 fota.json
2020/10/12 14:54 128 fuse.dat@®
2020/10/12 00:32 7,964 fuse.img@)
2020/10/12 14:52 2,184 partition.bin

Q@ fusedatR-#HIXH, ETHRMWIEF | fused T FEN , BER128NF
THHIERE AfuseX 1,
@ fuse.imgf Fingifuse®m TR,

14



#E&fuse only ZipBHE

fuseB} T block2BIAES Root KeyH)ZE ¥ Rfusefi iz TAT
@ REHOBENE , HibrF T kIR Ffuse.dat,

MTEATR , fuse.dath RAE0x40h~0x59hE IR , bR 2 X Bifusef¥Block?2 |
ROEM~AMAMIHashiE , Htt & R20x0, B4R U E XM FusedZEF IR,

fuse.dat X

Q 1 2 3 4 5 6 7 8§ 9 a b ¢ d e f
00000000h: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00000010n: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00000020n: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00000030h:

00000040h:
00000050h:
00000060h:
00000070h:

A 3.5. fuse.datf —#H HRHNE

MRAFRIABERAERE fuse.dat, EENHAIREWMATIERT .. EREXH

aboot-too1s-2020.10.01-win-x64\config\product\ASR_CRANE_EVB. json

"keyAlg": "rsa",
"hashAalg": "sha256",

"secureBoot": true,(’

© MEsecureBootffalse , Fi 44 Kfuse.dat, W true , ER

fuse.dat,

15
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4

kEfuse

KEfuse THED AFEH AN URELARFMemd@BiTHR. ETFHREVWKRES
EHAEOEMA A HashiE A fuseblock2, 3 B & {blockO® MsbeltidH
1, REB AR A TrustedER, IRFEFLAF#H ATrustedtE =,

41.GUIREAR

M EHAboot.exe

X
3
m

Witaboot.exe

] AbootPG.pdf
) AbootUG.pdf
B adownload.exe
A arelease.exe
1 ASR_CRANE_EVB_CRANE_A0_16MB.zip

4.1. T Eaboot.exe

1. RERAREIERE £ —EWHIENfuse only® TEHE :
ASR_CRANE_EVB_CRANE_AQO_16MB_FUSE. z1i p

Aboot.exe2 BFERABE Z T WzipX# |, EHZFHzipX
@ BRABINNTHE, IRIEHAFEENTHEFERF,
WERX ., BEFAGHRAE , EX4MPATIRER,

17



1. RiEEStartiZd , H#ATHIRE.

I8 AbootDownload (Version: 2020.10.01) [E=EEE)

se pa u:\gl U:\00aboot\aboot-tools-2020.10.01-win-x64\ASR_CRANE_EVB_CRANE_A0_16MB_FUSE 2 I
" noeneror  ar  SteP2 D SEEStart, TE
1y log € onl Reboot

uss Fallback 115200

Save log

step2: WEFRE , fuseF RIS
Partition table
Name Type Start size vstart

all group 0x00000000 0x01000000 OXFFFFFFFF

xternal flash 0X00000000 0x01000000 0x80000C

Download command table
Group Name | Partiion Value | Image Image size(hex) Image size(dec)

product aromjarom-tiny

image

partition image

bartition image

Tuse mage

fuse.dat RIS A\ fusefI #1304

[ 4.2. aboot.exef#ffuse only T3
4.2. cmd@BITHR
WHITRAUTGS , BB ERKRE TR S,

adownload.exe -h

cmd console.

U:\00aboot\aboot-too1s-2020.10.01-win-x64>adownload.exe -h
Asrmicro aboot download console application.

Download release package FILE to boards.
Usage: adownload.exe [OPTION]... [FILE]

-h, --help Display this help and exit

-p, --port=port Use named serial ports separate with comma

-a, --auto-enable Or auto enable arom usb ports device

-u, --usb-only Use arom usb ports only

-d, --dump-enable Enable dump download protocol packet

-s, --speed=speed Use given speed for serial communication

--baud=speed Supported baud rates:
(115200, 230400, 460800, 921600, 1842000,

3686400)

-m, --production Running in mass prodcution mode, default
is upgrade mode@

-f, --at-fallback Send AT cmd to fallback to download mode
-r, --reboot Reboot device after finished
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cmd@ FIT AR

-q, --quit Quit application after any port finished

Example:
adownload.exe -p CoMl,CcoM2 -s 115200 aboot.zip
adownload.exe -u -a -s 115200 aboot.zip
adownload.exe -p COM1 -a -s 115200 aboot.zip

<1>-m BHEAEFEANRE , ExEfuse , IRAMBEFEANEE , B-

m. adownload-m , MEHRIAAR , ERMRFAERNRE , THKBEfuse.

WETRAUTHS , THifuse onlyfia

adownTload.exe -u -a -q -m -s 115200 ASR_CRANE_EVB_CRANE_AQ_16MB_FUSE.zip

SH-uRRBFRMusbim O , FEFFuartiim O,
SH-aREFRNFusbit O , HHEATHER.
BB QR THERUERERER.

SH-mEH# ABTHEEER,

nRadownloadis & B A-q, THEREFT2BHERE,
@ MR AF X FAboot.exeiXfUIFREZEITFEHER , 21BF
HATIREEIRIETR , MR ERAboot.exe, gy
adownloadZEEH, AT ETsERMNA T FEER,
@ &R adownload@ iR EHA-m, fuseEFEAERXTTFEE
B,

cmd console.

G:\aboot-too1s-2020.10.01-win-x64>adownload.exe -u -a -q -m -s 115200
ASR_CRANE_EVB_CRANE_AQ_16MB_FUSE.zip

parsing command line paramters ...

usb only enabeld.

usb port auto enabeld.

serial baud rate specified at "115200"
running in production mode.

release package file name specified is
"ASR_CRANE_EVB_CRANE_AQO_16MB_FUSE.zip"

finished parsing command Tine paramters.

initializing aboot release package...
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cmd@ BT AR

extracting download.json (652 Bytes)...
extracting partition.bin (2 KB)...

### ABOOT_EVENT_DOWNLOAD_INIT ###

initialized aboot release package successfully.
Starting TwIP, IPv4 disable

starting aboot download engine...

ip6 Tinklocal address: FE80::278:60FF:FE51:DC1C
download engine running in production mode!
extracting download.json (652 Bytes)...

### ABOOT_EVENT_DOWNLOAD_START ###

aboot download engine started successfully.
getting serial devices Tlist...

BHR FusbimiZEEPCHusb O |, IHIFMRF EMusb FEE , H LB | IRFHEATE
B,

4.3. RFHREHED

RESEHHNlogin T :

cmd console.

G:\xdb_patch\aboot-too1s-2020.10.01-win-x64>adownload.exe -u -a -q -m -s
115200 ASR_CRANE_EVB_CRANE_AQO_16MB_FUSE.zip

parsing command line paramters ...

usb only enabeld.
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cmd@ FIT AR

usb port auto enabeld.

serial baud rate specified at "115200"

running in production mode.

release package file name specified is
"ASR_CRANE_EVB_CRANE_AQ_16MB_FUSE.zip"

finished parsing command 1line paramters.

initializing aboot release package...

extracting download.json (652 Bytes)...

extracting partition.bin (2 KB)...

### ABOOT_EVENT_DOWNLOAD_INIT ###

initialized aboot release package successfully.

Starting TwIP, IPv4 disable

starting aboot download engine...

ip6 linklocal address: FE80::278:60FF:FE51:DC1C

download engine running in production mode!

extracting download.json (652 Bytes)...

### ABOOT_EVENT_DOWNLOAD_START ###

aboot download engine started successfully.

getting serial devices Tist...

### ABOOT_EVENT_DEVICE_NEW ###

{
"dispTlayName" : "ASR Modem Device (Com3)",
"enabled" : false,
"event" : 5,
"TocationInfo" : "Port_#0003.Hub_#0005",
"order" : 0,
"path" : "com3",
"productid" : 12311,
"progress" : 0,
"status" : "ONLINE",
"vendorid" : 11980
}
### ABOOT_EVENT_DEVICE_CHANGE ###
{
"dispTlayName" : "ASR Modem Device (Com3)",
"enabled" : true,
"event" : 6,
"TocationInfo" : "Port_#0003.Hub_#0005",
"order" : 1,
"path" : "com3",
"productid" : 12311,
"progress" : 0,
"status" : "ONLINE",
"triggered" : false,
"vendorid" : 11980
}
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cmdaF FIT AR

### ABOOT_EVENT_DEVICE_CHANGE ###

{
"displayName" : "ASR Modem Device (CoM3)",
"enabled" : true,
"event" : 6,
"TocationInfo" : "Port_#0003.Hub_#0005",
"order" : 1,
"path" : "com3",
"productid" : 12311,
"progress" : 0,
"status" : "CONNECTING",
"triggered" : false,
"vendorid" : 11980
}

<COM3> new device arrived.

enabling device <COM3> into downloading mode...
device <COM3> enabled successfully.

connecting to serial device <COM3>...

connected to serial device <COM3> successfully!
starting to fire device <COM3>...

device <CoM3> fired successfully.

Reading from COM port (ReadIOCompletion): Unknown error code 31

<COM3> device offlined

extinguishing device <COM3>...

device <COM3> extinguished successfully.
disconnecting from serial device <COM3>...
received all devices closed message.

### ABOOT_EVENT_DEVICE_CHANGE ###

{
"displayName" : "ASR Modem Device (CoM3)",
"enabled" : true,
"event" : 6,
"TocationInfo" : "Port_#0003.Hub_#0005",
"order" : 1,
"path" : "com??",
"productid" : 12311,
"progress" : 0,
"status" : "OFFLINE",
"triggered" : false,
"vendorid" : 11980
}

disconnected from serial device <COM3> successfully!
### ABOOT_EVENT_DEVICE_CHANGE ###
{
"displayName" : "ASR Modem Device (CoM3)",
"enabled" : true,
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cmd@ FIT AR

}

"event" : 6,

"TocationInfo" : "Port_#0003.Hub_#0005",
"order" : 1,

"path" : "com3",

"productid" : 12311,

"progress" : 0,

"status" : "ONLINE",

"triggered" : false,
"vendorid" : 11980

### ABOOT_EVENT_DEVICE_CHANGE ###

{

}

"dispTlayName" : "ASR Modem Device (Com3)",
"enabled" : true,

"event" : 6,

"TocationInfo" : "Port_#0003.Hub_#0005",
"order" : 1,

"path" : "com3",

"productid" : 12311,

"progress" : 0,

"status" : "CONNECTING",

"triggered" : false,
"vendorid" : 11980

<com3> device onlined @

connecting to serial device <COM3>...

connected to serial device <COM3> successfully!
starting to fire device <COM3>...

device <CcoM3> fired successfully.

### ABOOT_EVENT_DEVICE_CHANGE ###

{

}

"dispTlayName" : "ASR Modem Device (Com3)",
"enabled" : true,

"event" : 6,

"locationInfo" : "Port_#0003.Hub_#0005",
"order" : 1,

"path" : "com3",

"productid" : 12311,

"progress" : 0,

"status" : "RUNNING",

"triggered" : false,

"vendorid" : 11980

<COM3> processing command [get bootrom info]
<COM3> processing command [require product arom]
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<COM3> Checking product

<COM3> OKAY [ 0.011s]

<COM3> processing command [require version 0.5]

<COM3> checking version

<COM3> OKAY [ 0.013s]

<COM3> processing command [require version-bootrom 2019.01.15]
<COM3> Checking version-bootrom

<COM3> OKAY [ 0.018s]

<COM3> processing command [progress weight 0]

<COM3> setting total progress

<COM3> OKAY [ 0.013s]

<COM3> target reported max download size of 64768 bytes
<COM3> extracting fuse.img (7 KB)...

<COM3> processing command [call fuse.img]e)

<COM3> Sending 'fuse.img' (7 KB)

<COM3> OKAY [ 0.082s]

<CoM3> verifying

<COM3> OKAY [ 0.218s]

<CoM3> calling

<COM3> #=> Executing fuse application...

<COM3> OKAY [ 0.010s]

<COM3> target reported max download size of 32768 bytes
<COM3> extracting fuse.dat (128 Bytes)...

<COM3> processing command [fuse fuse.dat]®
<CoM3> Downloading 'fuse.dat'

<COM3> OKAY [ 0.018s]

<COM3> programming fuse blocks

<COM3> #=> fuse: sbe = 0, sys_boot_ctr1=0x8001

<COM3> #=> Non trust boot mode.@®
<COM3> #=> fuse: secure_key_access_disable = 0, sys_boot_ctrl1=0x8001
<COM3> #=> Tife_cycle before: 0x3
<COM3> #=> Tlife_cycle after: 0x3

<COM3> #=> fuse set secure_boot_enable for trust boot mode.®
<COM3> #=> fuse disable aib override and strap pin
<COM3> #=> fuse: secure_key_access_disable = 0

<COM3> #=> fuse disable secure_key_access for aes root keyc,
<COM3> OKAY [ 0.032s]
<COM3> waiting for all operations to complete

<COM3> #=> pid | name | state Q | pri | stack
( used) | base addr | current

<COM3> #=> - | dsr_stack | - - - 1024 (
280) | 0xd100f9cO | Oxffffffff

<COM3> #=> 1 | idle | pending Q | 15 | 160 (

128) | 0xd1002al0 | 0xd1002a30
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<COM3> #=> 2 | main | bT rx _ 7 | 2560
( 1628) | 0xd1002ab0 | 0xd1003360

<COM3> #=> 3 | ipv6 | b1 rx _ 4 | 1024 (
452) | 0xd1007110 | 0xd10073f0

<COM3> #=> 4 | udp | b1 rx _ 5] 1024 (
292) | 0xd10078a4 | 0xd1007ba8

<COM3> #=> 5 | heartbeat | bT rx _ 6 | 512 (
196) | 0xd10034d4 | 0xd1003628

<COM3> #=> 6 | ethos | b1 rx _ 2 | 1024 (
416) | 0xd10025c4 | 0xd10028cc

<COM3> #=> 7 | aboot | bT rx _ 8 | 2560
( 1680) | 0xd100607c | 0xd10069d0

<COM3> #=> 8 | flasher | running Q | 9 | 1536 (
592) | 0xd1006b08 | 0xd1006eb8

<COM3> #=> | sum | | | 11424
( 5664)

<COM3> OKAY [ 0.060s]

<coM3> all finished. total time: 0.534s@
stopping aboot download engine...
### ABOOT_EVENT_DOWNLOAD_STOP ###

0 o000

()

boardi# A TEHEX 5 , PCiw B3I Elusb deviceBcomO,
fuse.imgiEfft T L BfuseMI i T

fusey in 55 Be Efuse.datP Boem N A hash B #E EfuseMblock2 , & HEEAL
BAEH AES root keykEE Flblock1,

fuseS& B BRI , & ~Non-Trustedi&E =X,

fuse®Iblock2# B A T oem”N4AhashBIE /5 |, 125 B zh & (fuseF Hblock0
Bsecure_boot_enable LE4FH1. WRMFERBUE , BaIM E&RiEZIsbe=1 , #
ATrusted Booti& =,

fusefIblock1 , AESHroot key#BBeBEA—NEVEUE , BFEHEN
Fused fblockOfIsecure_key access tb45H1, IRFERBUE , GEUEHR
EBERPRIEHblock1 2 Mroot keyE , REAEST B H R,
THRERERE, RFFEERUFT 2 ATrusted BoottE X,
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5

Fuse4:#3

Crane3k TTSMC HD FUSE , #IEFT’R , FusefH4/ BlockfX. &/ BlockH
256Bits. &/ block#) E&bitH) E X 1ES W 3 #Y "Crane register XLS file GEU part
(SW side)".

Bit255 Bit0
FUSE block

Number

<
<

[Rs

LCs- | LCs- | Les- [ Les- | Les-
oo Gomer| @ | 90 | FA DD | DM | CM
(20 bits) bit)

1 _
OEM Platform Key Hash (256 bits)

’ _

5.1. craneA0 Fuseltti$ 4 #

‘OEM UNIQUE ID |USB ID

AP config cP
MSB 0 Parameter (64 bits) (32 bits)| (80 bits) (16 bits)

LsB

W EBFIR , 4 blockBIEN :
1. blockO : 256bits

* Manufacturing Parameter 1
* RF

+ AU offset _Ir

+ LCS(life cycle)

+ OEM UNIQUE ID

« USBID
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» AP config
» CP config

2. block1 : 256bits

+ OTP_RKEY Key : M —#RIREMRFHIBENE , LAESHE A Root

Keyo fusefm TIITHIBHME , EHENE , ETRoot key, Ltkey# B A
LUE | SREUR R4 PR % | blockOF Hsecure_key access Lb45#E1 , MIt
GEUR T RIRENEE , NAESHERA N RIREL.

3. block2 : 256bits

+ OEM Platform Key Hash : oemfy24iHash , A FRIFEBR LA

=B A A, AreleaselEl T XM NHHARE AfusefI BB BN, OEMA
tAHash# =B — X LS , blockORsecure_boot_enable Hti4E#E1. HF
BERUE , #ZIsbe=1 , # ATrustedE = , ZiE¥fblock2BXRE. MR FE
E#&EhashBIERN B, FEKBfusedl , AIITHITH THSEMfuse.dat
& T I HIETIRIE B BV Bt B XX #Fconfig\security\key
\rsa_rookpk_sha256.bin,

4. block3 : 256bits

* Manufacturing Parameter 0

« MEM Repair Bits

FusetyB/\BitBE1EXM , MARBEE—X, THREWBIt, EREfuseln DA
HEFERPIBitN0, Ll : fuse onlyBy B IR R FEEXT Riblock2#y256bitsH
& , HAtz3/ BlockHbits 0.

Block1#MBlock35EBBERX , 5RE&BHEX , AMUEFREREITHIBIts , I
REFABARENER , TUBREEfuse,

BLOCK1 SESUGEHMERAAFRE , illfuseBAKRE
@ FHR , FaX B2 Froot keyHblock1 BHE.,

BLOCK2 OEM“ 4AHasheE—IREAG , #iRETrusted&
@ Nsbe=1, FrllfuseBIXEERE , %EEIsbe=1 , T X

block2B#E,
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6

ERER

Fuse only FEBHEENE , YAERZRTF.

ER I EFRbootrom&iEHsbet 4§ , MRsbe=1, B3 ATrusted bootiE X,

MBEEEHRFFEHEOlog , HERAFEuartizs O EIPC,

HO8
Hou
&
&
o}
O}
C 8

6.1. ;R FHyusbFuartfyiENO

FEPCIHITIF FisscomT A= & putty TE K MAP varti 0o
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[BR=0) =0e8 or m= P8 IR B8 BaeE PCBAR
RATROFIE

TCPClient
TCPServer
uop
com1 AE=O
"
¥ COML2 Sicon Labs CP210x USB to UART Bridge |

Fgan | s i | it | gueE [ BH T Enoih_faressy [ —|

02 0Oz Silicon Labs Croi0 -] WG _{prpside || SUSHEELTH] xR I mRIRE [0 /R SRR

@ xign|¢  ESRO0SE| © mHERRSRDT, @E20 n @[ $h SR Coedioe o[

I AT5 v OTR it 15200 __o| [MIDeRoezass:

7 BT MR R SSCOM I "

i Ty [= =]

1] XE3 X

|vwww.daxia.com [5:0 RO COM12 BfT7F 115200bps,8,1None,None (CTS=0 DSR=0 RLSD=0

& 6.2. sscomE& & Hlog
AL EERER

. reseti® , IRFER.
« KiFusb%k , RFER.

WRFERBIE , sscomBEOEZE Olog AT,
sscom& .

[16:39:00.416] 4 «*CHIP_ID: 0x6731, REV_ID: OxAOQ
PLATFORM: CRANE (SILICON)
CRANE hardware initialization complete.

AROM! (Vversion: 2019.01.15)

Initializing crypto library...

Loading. ..

welcome to the trusted boot rom world.

QSPI clock configured at 13 MHz

Detecting QSPI flash devices...

Found a known spi flash device "GD25LQ128D"

SPI nor flash: Manufacturer ID: 0xC8, Device ID: 0x6018
Detected peb size is 4096, the first good peb number is 0
Found preboot volume, size is 15528 bytes

BL1: Trying to Toad and verify BL2 image from volume preboot...

verify 6 failed, rc=2@
BL1: Load or verify BL2 image failed.
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[16:39:00.483]4~*Found bootloader volume, size is 30460 bytes
BL1: Trying to load and verify BL2 image from volume bootloader...
verify 6 failed, rc=2

BL1: Load or verify BL2 image failed.

Load or verify bootloader image failed.

Booting failed, force into usb downloading mode.

O M Fflash ik i H Rifekey A BT IH M preboot.img , EFIPLFHLNHLRN
hashtbtxt |, MfuseF FEHoemANAIhash ™ —3 , WiF$RsE , BHE3h. %
BBfusei B 2L E M,

@ FEAAT-TETANLIBEZRNEERNHREE .

MRERFEBIUE. AF Afuse only TEHEBBEXZiAfusekRE , 2EFEMTHIR
RT. BHAMEBSELENT , BLEABIUEB# TluselRE.

cmd console.

G:\aboot-tool1s-2020.10.01-win-x64>adownload.exe -u -a -q -s 115200
ASR_CRANE_EVB_CRANE_AO_16MB_FUSE.zip

parsing command line paramters ...

auto quit enabeld.

usb only enabeld.

usb port auto enabeld.

serial baud rate specified at "115200"

running in production mode.

release package file name specified is "ASR_CRANE_EVB_CRANE_AQO_16MB.zip"
finished parsing command Tine paramters.
initializing aboot release package...
extracting download.json (652 Bytes)...
extracting partition.bin (2 KB)...

### ABOOT_EVENT_DOWNLOAD_INIT ###

initialized aboot release package successfully.
Starting 1wiP, IPv4 disable

starting aboot download engine...

ip6 linklocal address: FE80::32:FOFF:FE77:5B6D
download engine running in production mode!
extracting download.json (652 Bytes)...

### ABOOT_EVENT_DOWNLOAD_START ###

aboot download engine started successfully.
getting serial devices Tist...

### ABOOT_EVENT_DEVICE_NEW ###

{
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"displayName" : "ASR Modem Device (Com3)",

"enabled" : false,
"event" : 5,
"TocationInfo" : "Port_#0003.Hub_#0005",
"order" : 0,
"path" : "com3",
"productid" : 12311,
"progress" : 0,
"status" : "ONLINE",
"vendorId" : 11980
}
### ABOOT_EVENT_DEVICE_CHANGE ###
{
"displayName" : "ASR Modem Device (Com3)",
"enabled" : true,
"event" : 6,
"TocationInfo" : "Port_#0003.Hub_#0005",
"order" : 1,
"path" : "com3",
"productid" : 12311,
"progress" : 0,
"status" : "ONLINE",
"triggered" : false,
"vendorid" : 11980
}
### ABOOT_EVENT_DEVICE_CHANGE ###
{
"displayName" : "ASR Modem Device (Com3)",
"enabled" : true,
"event" : 6,
"TocationInfo" : "Port_#0003.Hub_#0005",
"order" : 1,
"path" : "com3",
"productid" : 12311,
"progress" : 0,
"status" : "CONNECTING",
"triggered" : false,
"vendorid" : 11980
}

<COM3> new device arrived.

enabling device <COM3> into downloading mode...
device <COM3> enabled successfully.

connecting to serial device <COM3>...

Opening COM3: Unknown error code 170

<COM3> device offlined

extinguishing device <COM3>...
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### ABOOT_EVENT_DEVICE_CHANGE ###

{

}

"displayName" : "ASR Modem Device (Com3)",
"enabled" : true,

"event" : 6,

"TocationInfo" : "Port_#0003.Hub_#0005",
"order" : 1,

"path" : "com3",

"productid" : 12311,

"progress" : 0,

"status" : "ONLINE",

"triggered" : false,
"vendorid" : 11980

### ABOOT_EVENT_DEVICE_CHANGE ###

{

}

"displayName" : "ASR Modem Device (Com3)",
"enabled" : true,

"event" : 6,

"TocationInfo" : "Port_#0003.Hub_#0005",
"order" : 1,

"path" : "com3",

"productid" : 12311,

"progress" : 0,

"status" : "CONNECTING",

"triggered" : false,
"vendorid" : 11980

<COM3> device onlined

connecting to serial device <COM3>...

connected to serial device <COM3> successfully!
starting to fire device <COM3>...

device <CoM3> fired successfully.

### ABOOT_EVENT_DEVICE_CHANGE ###

{

"dispTlayName" : "ASR Modem Device (Com3)",
"enabled" : true,

"event" : 6,

"TocationInfo" : "Port_#0003.Hub_#0005",
"order" : 1,

"path" : "com3",

"productid" : 12311,

"progress" : 0,

"status" : "RUNNING",

"triggered" : false,
"vendorid" : 11980
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}

<COM3> processing command [get bootrom info]

<COM3> processing command [require product arom]

<COM3> Checking product

<COM3> OKAY [ 0.010s]

<COM3> processing command [require version 0.5]

<COM3> checking version

<COM3> OKAY [ 0.014s]

<COM3> processing command [require version-bootrom 2019.01.15]
<COM3> Checking version-bootrom

<COM3> OKAY [ 0.013s]

<COM3> processing command [progress weight 0]

<COM3> setting total progress

<COM3> OKAY [ 0.013s]

<COM3> target reported max download size of 64768 bytes
<COM3> extracting fuse.img (7 KB)...

<COM3> processing command [call fuse.img]

<CoOM3> Sending 'fuse.img' (7 KB)

<COM3> OKAY [ 0.081s]

<CoM3> verifying

<COM3> #=> verify 6 failed, rc=2@

<COM3> FAILED (remote: image verify failed)
<CoM3> all finished. total time: 0.175s
### ABOOT_EVENT_DEVICE_CHANGE ###

{
"displayName" : "ASR Modem Device (Com3)",
"enabled" : true,
"event" : 6,
"locationInfo" : "Port_#0003.Hub_#0005",
"order" : 1,
"path" : "com3",
"productid" : 12311,
"progress" : 0,
"status" : "FAILED",
"triggered" : false,
"vendorId" : 11980
3

stopping aboot download engine...
### ABOOT_EVENT_DOWNLOAD_STOP ###

QO T HBfuse.imgIFIPkHRINHLRThashttXt , Mfused FHoem N EARY
hashF™—3 , Wik , BETR. HHluselkBEE2L4E™o
ERRFEESARBT —ETRE , EMRERH.
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EERAEFRMAR

- BFEHRER

USRERESRSITAR , BT ENI BT A TR,

X & AKFL4ARTZIE T B B Sconfig/security/key , released] @3 2 BN

AR

FFEA  HEHFWhashBFER . B/ =3 SIS RIERB BRI

REGSERINTFIPHL , FIPFRETOEMAN AR NBFEESE,

- PENEFEHER

1.

ERRELANIASE. BROLHXHEE T BEMconfig/security/key” B
FHPIUEREXH AN REEEFHRSET.

- BEWSTARBITE-MERNGS , TE B3I E44EY =3 5344 (FI

#0:preboot.bin)3E FAASHA256 & £ R 2561 F 17 By IG #{E (Hash) , BHash
WERNETERNXHE , AR AHashfE , ERXH , REFEEIAHE
o

CBPERREXMS , AZENAAXHashIRSAZ R |, EBBFEE &£

B, XBMARARHashE324NFT |, FRABR hash.enc, REESR
# B Fo

- BEZSTTARRNTE-MENSS , TREEITELHE#Hhash , 2

BIARFEZIBNXHE , REHELE N , SEHEER, EHN=H#
HX LR BEGIE , REGHERINTFIPHISK |, FIPHRRETOEMKY
NRANBFEEE,
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TR EHEESR

71. A B EBRZR

FabootTEUIRE A X B Farelease LERTITHR BN EHEMBEES
HEHS,

711. UIREAR

1. AFERFINN=RE S,
2. HiiReleaseiZHAF BB T H 2.

1B AbootDownload (Version: 2020.10.01) — i N - » B
LSR ¢ | Release i
Release products table i

= D Product Variant Outfile Package status
ASR

A0_16MB

| ASR_CRANE_EVB_CRANE_A0_16MB.zip |

step3

Image id Path Select

step2 Custom Images table

boota3
cp

rfin

7.1. Abootfi T&E

TREHEXDWREOT
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- I

Release products table

D Product Variant Outfile Package status

ASR_CRANE

Custom Images table

Image id Path
boot33 0

e e oo ] .

7.2. THSHIER

B ITWindowsHyfi & Oemd.exe, fEconsole REIMAGR ST |

cd aboot-tools-<tagName>-win-x64

arelease.exe -h

cmd console.

D:\00aboot\aboot-tool1s-2020.12.07-win-x64>arelease.exe -h
Asrmicro Aboot Release Application.

Generate release package for designated product.

Usage: arelease.exe [OPTION]... [FILE]
-h, --help Display this help and exit
-c, --config=config Products base config directory
omit for current directory
-I, --image-base=base Images base directory
-k, --keygen Generate security keys
--key-alg=alg Key algorithm: 'rsa' (default), 'ecdsa'
-1, --Tist List all supported products
-g, --generate Generate release package
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--erase-all Add erase all command before any flash
operations
--erase-all-only oOnly execute erase all command
--fuse-only only generate fuse commands
--upload-only only generate upload commands
--stagel Generate hash files used by external encrypter
--stage?2 Use external encrypted hash files to generate
certificates
--stage-dir out dir for stagel or input dir for stage2
-p, --product=product Select which product to generate
-v, --variant=variant Select product variant
-i, --images=images Set image path for image id
E.X. -1 cp=cp.bin,dsp=dsp.bin
[FILE] The option FILE designated the output filename
if not designated, will use $product.zip as
default
Example:
arelease.exe -c . -k --key-alg=rsa
arelease.exe -c . -1

arelease.exe -c . -g -p ASR_CRANE_EVB -V CRANE_AO_16MB@

arelease.exe -c . -g --erase-all -p ASR_CRANE_EVB -v CRANE_AO_16MB

arelease.exe -c . -g --erase-all-only -p ASR_CRANE_EVB -v
CRANE_AQO_16MB

arelease.exe -c . -g --fuse-only -p ASR_CRANE_EVB -v CRANE_AO_16MB

arelease.exe -c . -g --upload-only -p ASR_CRANE_EVB -v CRANE_AQ_16MB

arelease.exe -c . -g -p ASR_CRANE_EVB -v CRANE_AQO_16MB
ASR_CRANE_EVB.zip

arelease.exe -c . -g -p ASR_CRANE_EVB -v CRANE_AQ_l6MB --stagel --
stage-dir=out

arelease.exe -c . -g -p ASR_CRANE_EVB -v CRANE_AQ_l6MB --stage2 --
stage-dir=in

arelease.exe -c config -I images -g -p ASR_CRANE_EVB -v CRANE_AQ_16MB

O MhelpHBERPAUERRG T, vRERIFEWSHNNEESHIRT
B mRE,
BY-ZHEAIN>mRBEERFHER Mflash KNEX,

arelease.exe -1

cmd console.

D:\00aboot\aboot-tool1s-2020.12.07-win-x64>arelease -1
Parsing command line paramters ...
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Finished parsing command Tine paramters.
Supported product list:

ORDER PRODUCT VARIANT
0. ASR_CRANE_EVB

0.0 CRANEGM_AO_16+8MB
0.1 CRANEGM_AO_16Me@
0.2 CRANEGM_AO_32MB®
0.3 CRANEGM_AQ_8MB

0.4 CRANEG_Z2_16+8MB©
0.5 CRANEG_Z2_32+8MB
0.6 CRANEG_Z2_32MB

0.7 cRANE_AO_08vBD
0.8 CRANE_AO_16+8vB@
0.9 CRANE_AO_16MBO
0.10 CRANE_AO_32vB@

1. ASR_JACANA_EVB

1.0 JACANA_EVB

CRANEG_AO=#&#CRANEM_AOQ& K , QSPI flash2£16MB, CRANEM_AO
BIQSPI flash 25 5 N EB,

CRANEG_AO0Z{#CRANEM_AO0S K , QSPI flash232MB.
CRANEG_Z2% K , S\EZBQSPI flash216MB , HZBSPI flash28MB
CRANE_AOHIE F , 4MEFQSPI flash28MB,

CRANE_AOKYE K , A EBQSPI flash216MB , REBSPI flash28MB,
CRANE_AOKIE &, SMEBQSPI flash;216MB.

CRANE_AOHIE F , 4MEFQSPI flash232MB,

A ME BhlogHF EINRF 2B NEZBSPI flash :

Q00O ©

sscom or putty console.

2020-03-30 15:59:27,230 INFO
2020-03-30 15:59:27,230 INFO
2020-03-30 15:59:27,230 INFO

2020-03-30 15:59:27,230 INFO
2020-03-30 15:59:27,230 INFO

crane log: ##t######SHHHA##RSRIHHH#R
crane log: Vversion ID : 0

crane log: AP 16MB

crane log: No embedded flash. @
crane log: #######BHHHHAHREEHHH#HHR

H H OH W W

O XERNEKSMBytesHspi flasho

sscom or putty console.

2020-03-30 15:59:27,230 INFO # crane log: #######H#AH#HHHH A
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2020-03-30 15:59:27,230 INFO
2020-03-30 15:59:27,230 INFO
2020-03-30 15:59:27,230 INFO
2020-03-30 15:59:27,230 INFO

crane log: Version ID : 0O

crane log: AP 16MB

crane log: Has embedded flash.©@
crane log: #i#t######HH#H#H#H#BRAHHHHHBRY

H H W K

O AWNEN8MBytesHIspi flash.
BMAUTSES :

arelease.exe -c . -g -p ASR_CRANE_EVB -v CRANE_AO_16MB

B34 M T EASR_CRANE_EVB_CRANE_AO_16MB.zip, R X#E5-v
HERNmRE -,

cmd console.

G:\aboot-too1s-2020.10.01-win-x64>arelease.exe -c . -g -p ASR_CRANE_EVB
-v CRANE_AQ_16MB

Parsing command line paramters ...

Release package file name not specified, use product name as base.
Finished parsing command line paramters.

Processing all images needed ...

Generating fip image "preboot" with id "preboot.img" ...O
Opening image "preboot_bin" from "G:\aboot-tools-2020.10.01-win-
x64\images\2019.01.15\preboot.bin"
Done.
Done.

Generating fip image "flasher" with id "flasher.img" ...0
Opening image "flasher_bin" from "G:\aboot-tools-2020.10.01-win-
x64\images\2019.01.15\flasher.bin"
Done.
Done.
Generating finf image "flashinfo" with id "flashinfo.bin" ...
Done.
opening image "rd" from "G:\aboot-tools-2020.10.01-win-x64\images
\ReliableData.bin" ...
Done.
Opening image "apn" from "G:\aboot-tools-2020.10.01-win-x64\images
\apn.bin"
Done.
opening image "cp" from "G:\aboot-tools-2020.10.01-win-x64\images
\cp.bin"
Done.
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opening image "dsp" from "G:\aboot-tools-2020.10.01-win-x64\images
\dsp.bin"
Done.

opening image "rfbin" from "G:\aboot-tool1s-2020.10.01-win-x64\images

\rf.bin" ...
Done.

Opening image "updater" from "G:\aboot-tools-2020.10.01-win-x64\images

\updater.bin"
Done.

Generating fuse image "fuse" with id "fuse.dat" ...©
Done.
Generating fip image "fwcerts" with id "fwcerts.bin"
Using already opened/generated image "cp" with id "cp.bin"
Done.
Using already opened/generated image "dsp" with id "dsp.bin" ...
Done.
Done.
Generating aptb image "partition" with id "partition.bin"
Done.
Generating ubi image "bootloader" with id "bootloader.ubi"
Using already opened/generated image "flashinfo" with id
"flashinfo.bin"
Done.
Using already opened/generated image "partition" with id
"partition.bin" ...
Done.
Using already opened/generated image "preboot" with id
"preboot.img"
Done.

Generating fip image "bootloader_img" with id "bootloader.img" ...

Opening image "boot2_bin" from "G:\aboot-tool1s-2020.10.01-win-
x64\images\2019.01.15\boot2.bin"
Done.
Opening image "boot33" from "G:\aboot-tools-2020.10.01-win-
x64\images\boot33.bin" ...
Done.
Done.
Done.
Generating fota images ...
Generating group image "system" with id "system.img"
Using already opened/generated image "partition" with id
"partition.bin"
Done.
Using already opened/generated image "fwcerts" with id
"fwcerts.bin"
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Done.
Using already

opened/generated

"ReliableData.bin" ...

Done.
Using already
Done.
Using already
Done.
Using already
Done.
Using already
Done.
Done.
Done.
Done.

Calculating total progress weight ...

Done.
Generating download
Done.

Generating target release package ...

Done.

opened/generated

opened/generated

opened/generated

opened/generated

commands ...

image

image

image

image

image

Release package generated successfully!

"rd" with id

apn" with id "apn.bin" ...
"cp" with id "cp.bin" ...

"dsp" with id "dsp.bin" ...

"rfbin" with id "rf.bin" ...

© preboot.bin#f A config\security\key\Frsaly LA AR T BHEL R
T, Wnfipsk | fipskRRE TOEMM A AMBE RN EBFER,

@ flasherbintb I FEE T , K flasher.img

aboot-tools-2020.10.01-win-x64\config\product

\ASR_CRANE_EVB.jsonH &~ &t & T secureBoot=true , Ffireleaseid 2

£4 Rfuse.dat@, UIREMNIFEFNEHTHEHNIBRRIAT2AERE

©® fuse.dat,

fuse.dat,
fusefIblock1 Hblock2IN B EEXbitT , MBI x4
@ block X1Z K X E , blockOMblock3MNREEXREERE , &
FPES T #HEE X configkh FEBL B Vfuse.dat, AR A AF T
A)ik Efusefi o

MRFBETHE , JUABRISENXHNOT

cmd console.

G:\aboot-too1s-2020.10.01-win-x64>cd ASR_CRANE_EVB_CRANE_AQO_16MB

G:\aboot-too1s-2020.10.01-win-x64\ASR_CRANE_EVB_CRANE_AQO_16MB>dir
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2020/03/26
2020/03/26
2020/03/26
2020/03/26
2020/03/26
2020/03/26
2020/03/26
2020/03/26
2020/03/26
2020/03/26
2020/03/26
2020/03/26
2020/03/26
2020/03/26
2020/03/26
2020/03/26

00:
17:
00:
17:
00:
17:
17:
17:
17:
17:
17:
17:
00:
00:
17:
00:

32
49
32
49
32
49
49
49
49
49
49
49
32
32
49
32

12,015
98,304
3,947,242
2,845
995,658
31,272
720

101

128

2,232
2,184
16,428
65,536
20,480
5,083,136
4,096

apn.bin
bootTloader.ubi
cp.bin
downTload.json
dsp.bin
flasher.img
flashinfo.bin
fota.json
fuse.dat
fwcerts.bin
partition.bin
preboot.img
ReliableData.bin
rf.bin
system.img
updater.bin

7.2. A5 ZRUNEF EHNREZS

MEFBTITHHN,

7.21. ERBRIEBEXHRELH

config\security\key B R T FRUEIEH X4, T,

cmd console.

D:\00aboot\aboot-too1s-2020.12.07-win-x64\config\security\key>dir

2020/11/30
2020/11/30
2020/11/30
2020/11/30
2020/11/30
2020/11/30
2020/11/30
2020/11/30
2020/11/30
2020/11/30
2020/11/30
2020/11/30
2020/11/30
2020/11/30
2020/11/30
2020/11/30

14:
14:
14:
14:
14:
14:
14:
14:
14:
114
114
114
15:
114
114
114

15
15
15

15
15
15

42
42
42
42
42
42
42
42
42

33

241
241
241

32
241
241
241
241
241
451
451
451

32
451
451
451

ecdsa_non_trusted_world_key.pem

ecdsa_nt_fw_key.pem
ecdsa_nt_os_key.pem
ecdsa_rootpk_sha256.bin
ecdsa_root_key.pem
ecdsa_scp_fw_key.pem
ecdsa_soc_fw_key.pem
ecdsa_tos_fw_key.pem
ecdsa_trusted_world_key.pem
rsa_non_trusted_world_key.pem
rsa_nt_fw_key.pem
rsa_nt_os_key.pem
rsa_rootpk_sha256.bin
rsa_root_key.pem
rsa_scp_fw_key.pem
rsa_soc_fw_key.pem
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2020/11/30 15:14 451 rsa_tos_fw_key.pem
2020/11/30 15:14 451 rsa_trusted_world_key.pem

T EEHMIEREXHRIFHIMANEE.
24 : rsa_root_key.pem

cmd console.

MIIEWAIBADANBgkghkiGO9WOBAQEFAASCBKOwggSMAgEAAOIBAQDCIEAtMGTfeTCy
ZHXLU/CjgxLhmTf7mIegxYgqASzIeyzveF9lwpoDdsi6iGmtImgA2fcyckQlqQlalp
4F1p8cBh1wW8X9bYAY03gLPOAG/EmveqFMhPHIWGT/ZGaN5jF6311v67ppgSykS2pR
BEdWQSBkyJIx/dwsSj+axpx03YwlxgvtOIDRiB/hZ2kR+WMqYQGk750N8ZA7HH7 /A
LgroY7LhRG7H1t8CQNrjz1nC+s8PGGoI/Krm/j7h6+L+CKIS81zYd4c6yEOMSiBC
QF+EzVHt2crobn+403+6n58TQGQCFiesIWQATHATUryYjbvoviwoH4QrMKXf49AvL
szuG2rbfAgMBAAECgGEBALG3KXN26AJ+urQml2PdGmr3hRTTug+kjgwtxxvhj8y/
gMPb11yof88c+pGOkyKGQamM776onMH1Qm7+LAdOFVTSggEXMOSD1FP+toB2yyY13J
NdzMeAHYQV5yYW4VEM4ZvzsRrSDarbtFg92wRFRNz/VL1wlfCHhuv5eo/61VvEInr
e8IpMyLaDFLXoecV]jjAPOFcBdShIz/mCFA]j3hAursyxxg4AmMiC6TXi8Q+toNQxcQ
Es60r+xw9zJa/TpcPuDfIXRTWVpXxpCIFY2iKkI5sBO8P7HBNMEbRACTP+SUNG3K2
KVVGFbUUVPtIX+uNvnnxIUgJrJ03HORgAwK1zid58CkCgYEA4kaApe3F7NHWKOAA
PCUMMRYRUe40b8wwenN6BbMUe 5291 MUH+Yx+2BU5u5zMdoo10abD+AwgV7orokzo/EREELACRSH LA LANHERE, BEETEENIEREX
o

245 : rsa_root_key.pem

cmd console.
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MIIBIjANBgkghkiGIOwWOBAQEFAAOCAQ8AMIIBCGKCAQEA58XquNg1gDsUOSIHphUR
81n2BYg9TaGDBTRh+7C7+epOev7vxakwaBPgtImtI8wjvCYAmuOa/RIqgPw31b+f
n0cBXxQvIvtvfpimLF8y7g0jLMddDK7qggwuu0+2Pe5GNW/jH4ehCvMLmDi9/13x
KDNPr1hzTzKwzzI/s0zZD4aOwP1L45KUS6NTPwWBieh53sE1fohziYwgBhROVN2gDU
nmgli+n0zZNftZ20AH394CcTHzL5/15ZGI062N7X1cNaDIRz5WQe8RFVONEZWHQ6ML
Qt6Dyc+sz8VoBVQqD++sgGvP89eA/nI3DBH]jzkbA04019UqkcHOiLh1KTghgE]jlz
VWIDAQAB

7.2.2. EF £ KN 4AHash

AT HEM S EKrootkeyfIhashfB, #lfEfuse onlyB Bt FEZEiE bhash{BE,

openss1 rsa -in rsa_root_key.pem -pubin -outform der | openssl dgst -
sha256 -binary -out rsa_rootpk_sha256.bin

7.2.3. Mhelp'fn/u\q:j:tEu% i*”% EEIJ Ap 'I'-| To

HITWindowsHy#5 % Ocmd.exe, fEconsole REIMAGM T |

cd aboot-tools-<tagName>-win-x64

arelease.exe -h

cmd console.

D:\00aboot\aboot-tool1s-2020.12.07-win-x64>arelease.exe -h
Asrmicro Aboot Release Application.

Generate release package for designated product.

Usage: arelease.exe [OPTION]... [FILE]
-h, --help Display this help and exit
-c, --config=config Products base config directory
omit for current directory
-I, --image-base=base Images base directory
-k, --keygen Generate security keys
--key-alg=alg Key algorithm: 'rsa' (default), 'ecdsa'
-1, --Tist List all supported products

-g, --generate Generate release package




FE— A B FRFEHash 3

--erase-all Add erase all command before any flash
operations
--erase-all-only oOnly execute erase all command
--fuse-only only generate fuse commands
--upload-only only generate upload commands
--stagel Generate hash files used by external encrypter
--stage?2 Use external encrypted hash files to generate
certificates
--stage-dir out dir for stagel or input dir for stage2
-p, --product=product Select which product to generate
-v, --variant=variant Select product variant
-i, --images=images Set image path for image id
E.X. -1 cp=cp.bin,dsp=dsp.bin
[FILE] The option FILE designated the output filename
if not designated, will use $product.zip as
default
Example:
arelease.exe -c . -k --key-alg=rsa
arelease.exe -c . -1

arelease.exe -c . -g -p ASR_CRANE_EVB -v CRANE_AQ_16MB

arelease.exe -c . -g --erase-all -p ASR_CRANE_EVB -v CRANE_AOQ_16MB

arelease.exe -c . -g --erase-all-only -p ASR_CRANE_EVB -v
CRANE_AO_16MB

arelease.exe -c . -g --fuse-only -p ASR_CRANE_EVB -v CRANE_AQ_16MB

arelease.exe -c . -g --upload-only -p ASR_CRANE_EVB -v CRANE_AOQ_16MB

arelease.exe -c . -g -p ASR_CRANE_EVB -v CRANE_AQ_16MB
ASR_CRANE_EVB. zip

arelease.exe -c . -g -p ASR_CRANE_EVB -v CRANE_A(Q_16MB --stagel --
stage—dir:out"

arelease.exe -c . -g -p ASR_CRANE_EVB -v CRANE_AQ_l6MB --stage2 --
stage—dir:in@)

arelease.exe -c config -I images -g -p ASR_CRANE_EVB -v CRANE_AOQ_16MB

QO %F—5 , £FREHMHash , BhashEAXH , R H Fstage-dir
O HE=H , Mstage-dirfEHMEHNBMHBFEENYS , REBEFLEEA
Fipk. ERBREESR,

7.2.4. FiE— AR B R R FHash XX

mkdir out

46



ITE—F

5
>

3

7.2.5. PITE—SHDIT

arelease.exe -c . -g -p ASR_CRANE_EVB -v CRANE_AO_16MB --stagel --stage-
dir=out

--stage-dir @ A T 7% HiHash XX HH B %
cmd console.

D:\00aboot\aboot-too1s-2020.12.07-win-x64>arelease.exe -c . -g -p
ASR_CRANE_EVB -v CRANE_AO_16MB --stagel --stage-dir=out
Parsing command line paramters ...
Finished parsing command 1line paramters.
Processing all images needed ...
Generating fip image "preboot" with id "preboot.img"
Opening image "preboot_bin" from "D:\0Oaboot\aboot-tools-2020.12.07-
win-x64\images\2019.01.15\preboot.bin" ...
Done.
Done.
Generating fip image "flasher" with id "flasher.img"
Opening image "flasher_bin" from "D:\0Oaboot\aboot-tools-2020.12.07-
win-x64\images\2019.01.15\flasher.bin" ...
Done.
Done.
Processing image "bootloader™ with id "bootloader.ubi"
Using already opened/generated image "preboot" with id
"preboot.img"
Done.
Generating fip image "bootloader_img" with id "bootloader.img" ...
Opening image "boot2_bin" from "D:\00aboot\aboot-tool1s-2020.12.07-
win-x64\images\2019.01.15\boot2.bin" ...
Done.
Generating T1zma image "boot33_1zma" with id "boot33.Tzma" ...
Opening image "boot33" from "D:\0Oaboot\aboot-tools-2020.12.07-
win-x64\images\boot33.bin"
Done.
Done.
Done.
Done.
Generating fip image "fwcerts" with id "fwcerts.bin"
Opening image "cp" from "D:\0Oaboot\aboot-tools-2020.12.07-win-
x64\images\cp.bin" ...
Done.
Opening image "dsp" from "D:\OOaboot\aboot-tools-2020.12.07-win-
x64\images\dsp.bin" ...

1] n

ubi
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Done.
Done.
Done.
Generate stagel files successfully!

BE—FE , outB R THAEK T EEX R NEH X B HashX 4,

di

cmd console.
D:\00aboot\aboot-too1s-2020.12.07-win-x64>cd out

D:\0Oaboot\aboot-too1s-2020.12.07-win-x64\out>dir
2020/12/07 16:25 256
13616abaa76acae608a8bd8101d62c641c23d666b402090174323495a6¢c72832.hash
2020/12/07 16:25 256
3d3bcllac40ae7cbf57680133472b876ef4dbe9f9ad833839c68a60281f13fdf.hash
2020/12/07 16:25 256
689f5b7f1f28c3991f42188c302c013161b7386efdbealch3d40891b2c300b7c.hash
2020/12/07 16:25 256
7400ba0e7f0546762d16e9fc6702bla74c7aeb8c89f48ceald90f7f7d5977e94.hash
2020/12/07 16:25 256
84ca08b16albf22202158a62878561182227a3d326b0607a730c518c2d47885d. hash
2020/12/07 16:25 256
94d0201479f09d98ddc7ff33947c789cccc702f58a3al65deeee5884a099f2c3. hash
2020/12/07 16:25 256
b03d12741694a84168d340b1fb49d8a2409cd9393d48a42ad43bab60e58440c0.hash
2020/12/07 16:25 256
d8f526279041cc4032c51F5d58496c84c082013899d5733044225eb857f71ac2.hash

HashX#HB256 M F T, ER2NMNFTHEANNHE. Hash@XtE 4 =5 HI%E
HITSHA256M HitEHE R,

tbpreboot.binR FELXZWEH , MBI M Hash3XHERK, & TEHHED
B, X#&“3d3b11ac...... df’ 3t BifYhashX N B G324 FH7 , “0x3D  0x3B
0xC1 Ox1A ...... OxDF”,

7.3. £ MHash XX #&

E 7.4. £ KB Hash3X 4R E
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EPFRU I HashBFZE R

7.2.6. EFP XU X HashBiFZX R

&M iRE Hash 3 4 |

filgn
13616abaa76acae608a8bd8101d62c641c23d666b402090174323495a6¢c72832.hash

REFBRSHEPHARAN HashiFER ., EEB XA RER M. FINREFE
N B FH, BFEBENHBRHashIXHE , BF B E KK . hash.enco

fign
13616abaa76acae608a8bd8101d62c641c23d666b402090174323495a6c72832.hash.enc

ERRENHFZEE XM

cmd console.

D:\00Oaboot\aboot-too1s-2020.12.07-win-x64\1in>dir
2020/12/07 16:25 256
13616abaa76acae608a8bd8101d62c641c23d666b402090174323495a6c72832.hash.enc
2020/12/07 16:25 256
3d3bcllac40ae7cbf57680133472b876ef4dbe9f9ad833839c68a60281f13fdf.hash.enc
2020/12/07 16:25 256
689f5b7f1f28c39911f42f88c302c013161b7386efdbealch3d40891b2c300b7c.hash.enc
2020/12/07 16:25 256
7400ba0e7f0546762d16e9fc6702bla74c7aeb8c89f48ceald90f7f7d5977e94.hash.enc
2020/12/07 16:25 256
84cal08b16albf22202158a628785611f82227a3d326b0607a730c518c2d47885d.hash.enc
2020/12/07 16:25 256
94d020f479f09d98ddc7ff33947c789cccc702f58a3alb65deeee5884a099f2c3.hash.enc
2020/12/07 16:25 256
b03d12741694a841f68d340b1fb49d8a2409cd9393d48a42ad43bab60e58440c0.hash.enc
2020/12/07 16:25 256
d8f526279041cc4032c51f5d58496c84c082013899d5733044225eb857f71ac2.hash.enc

7.2.7. PITE =L HSIT

arelease.exe -c . -g -p ASR_CRANE_EVB -v CRANE_AO_16MB --stage2 --stage-
dir=in

--stage-dir EATHEBBANBFTEEXHNE R
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BB E S BERNash , HESE —FMhashfEME , Mhashf G324 F
THRIBFEENNHNHEE BB THENBFIEXMSE , BRBFEE
HE AimagefIFIPk | TREGXHEE. TAGH XTI HMzipX
# , f5lan : ASR_CRANE_EVB_CRANE_AO_16MB.zip,

cmd console.

D:\00aboot\aboot-tools-2020.12.07-win-x64>arelease.exe -c . -g -p
ASR_CRANE_EVB -v CRANE_AO_16MB --stage2 --stage-dir=in
Parsing command line paramters ...
Release package file name not specified, use product name as base.
Finished parsing command line paramters.
Processing all images needed ...
Generating fip image "preboot" with id "preboot.img" ...
Opening image "preboot_bin" from "D:\0Oaboot\aboot-tools-2020.12.07-
win-x64\images\2019.01.15\preboot.bin" ...
Done.
Done.
Generating fip image "flasher" with id "flasher.img" ...
Opening image "flasher_bin" from "D:\0Oaboot\aboot-tools-2020.12.07-
win-x64\images\2019.01.15\flasher.bin" ...
Done.
Done.
Generating finf image "flashinfo" with id "flashinfo.bin" ...
Done.
opening image "rd" from "D:\0Oaboot\aboot-tools-2020.12.07-win-
x64\images\Reliablebata.bin" ...
Done.
Opening image "apn" from "D:\OOaboot\aboot-tools-2020.12.07-win-
x64\1images\apn.bin" ...
Done.
Opening image "cp" from "D:\0Oaboot\aboot-tools-2020.12.07-win-
x64\images\cp.bin" ...
Done.
Opening image "dsp" from "D:\0OOaboot\aboot-tools-2020.12.07-win-
x64\1images\dsp.bin" ...
Done.
Oopening image "rfbin" from "D:\0Oaboot\aboot-tools-2020.12.07-win-
x64\images\rf.bin" ...
Done.
Opening image "updater" from "D:\0Oaboot\aboot-too1s-2020.12.07-win-
x64\images\updater.bin" ...
Done.
Generating fip image "fwcerts" with id "fwcerts.bin" ...
Using already opened/generated image "cp" with id "cp.bin" ...
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Done.
Using already opened/generated image "dsp" with id "dsp.bin" ...
Done.
Done.

Generating aptb image "partition" with
Done.
Generating ubi image "bootloader" with

Using already opened/generated image
"flashinfo.bin"

Done.

Using already opened/generated image
"partition.bin"

Done.

Using already opened/generated image
"preboot.img"

Done.

Generating fip image "bootloader_img'

id "partition.bin"

id "bootloader.ubi"

"flashinfo" with id

"partition" with id

"preboot" with id

"with id "bootTloader.img" ...

Oopening image "boot2_bin" from "D:\00aboot\aboot-tool1s-2020.12.07-

win-x64\images\2019.01.15\boot2.bin" ...
Done.

Generating 1zma image "boot33_lzma'

"'with id "boot33.1zma"

Opening image "boot33" from "D:\0Oaboot\aboot-tools-2020.12.07-

win-x64\images\boot33.bin"
Done.
Done.
Done.
Done.
Generating fota images ...
Generating group image "system" with

id "system.img"

Using already opened/generated image "partition" with id

"partition.bin"
Done.

Using already opened/generated image "fwcerts" with id

"fwcerts.bin"
Done.

Using already opened/generated image "rd" with 1id

"Reliablebata.bin" ...
Done.

Using already opened/generated image

Done.

"apn" with id "apn.bin" ...

Using already opened/generated image "cp" with id "cp.bin" ...

Done.

Using already opened/generated image "dsp" with id "dsp.bin" ...

Done.

Using already opened/generated image "rfbin" with id "rf.bin" ...

Done.
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Done.

Done.
Done.
Calculating total progress weight ...
Done.
Generating download commands ...
Done.
Generating target release package ...
Done.
Release package generated successfully!

D:\0Oaboot\aboot-too1s-2020.12.07-win-x64>

7.3. tNfAIfEAEBoOt33M T &40 3 ThRE

TERINE LI cp.bin&H | HIBIEFTF Afweerts.binF, ERIAKIboot33F I cp
Hbink ¥, MREFT-FEELERLZAIIEE , Eboot33MV 4R IFM R |, 1§ kboot33
K 1EMakefile , BRI TEE 1T, 7Eboot33EITHER , Al &X ML Bimageit 1T
BERE , R XML Epower downiiiER Mo

startup/bootloader/Makefile.

52 ##t########## BOOT33 SECBOOT START ########H#H#####
53 # enable below part for BOOT33 SECBOOT support

54

55 #cflag += -DMBEDTLS_CONFIG_FILE=\"mbedtls_config.h\" \"
56 -DTF_MBEDTLS_KEY_ALG_ID=1 \
57 -DTF_MBEDTLS_HASH_ALG_ID=1 \
58 -DBOOT33_SECBOOT_SUPPORT

59 #srcs += src/fip.c \G)

60 src/secboot.c \

61 src/asnlparse.c \

62 src/oid.c \

63 src/sha256.c \

64 src/md.c \

65 src/x509.c \

66 src/pkparse.c \

67 src/pk.c \

68 src/pk_wrap.c \

69 src/rsa.c \

70 src/rsa_internal.c \

71 src/md_wrap.c \

72 src/bignum.c \

73 src/platform_util.c \
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74 src/mbedtls_common.c \

75 src/mbedtls_crypto.c \

76 src/mbedt1s_x509_parser.c
77

78 #######HH### BOOT33 SECBOOT END ########H#H#####

O MNMRFEEZLRREINGE , remove ‘#, BRAX—1T
0 URFEZLRKINEE , remove ‘#, BAX—1T

7.4. tNAi£ElBoot33K X Himage

ERIAMAZR , XHboot33# 1T L MWimage ZIECP.bin , X¥
RICP_IMAGE_ID,

MREFEEHRREEimage , EEfEconfigH FHEjson3 4 , IE BT FF
N

LA P #718 — /1 “customer_app.bin’Z X Rl , B 0 Fjsont&ek , BIAI1E
areleaseld T2 |, Fcustomer app.bin#{TE R , HIFIEHE B F Afweerts.bin
H , Eboot33ZITH B , LI Zimage#t TR LB 1E,

TEH D X&KjsonX ., MRFBERTFREENERNSM

@ APEEEEIRTF R Eflashit XX flash , 2 /MNflash2E
Hspi flash , ATAE B E#log.

« WMRBE“No embedded flash"&RR&BAEflash , Xt f #flashilayout3L
#“config/partition/CRANE_SINGLE_FLASH_LAYOUT json”,

« WRAB“Has embedded flash"T‘RBEANEflash , X R XX flash#layoutX
#“config/partition/CRANE_DUAL_FLASH_LAYOUT json”,

A F #i8customer_app.binfi %X | THljson X HFHREFEE
@ BMX LR+ IRENFTIET.

7.4.1. #flashy X &R+ 1 fiimage

{& M config/partition/CRANE_SINGLE_FLASH_LAYOUT.jsonX . &0
customer_app, H#&X Braw , size=0FXR RIBFE XK EFR KNI EERHNZEE,
FEcp.bintIE B,
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config/partition/CRANE_SINGLE_FLASH_LAYOUT.json.

"name": "CRANE_SINGLE_FLASH_LAYOUT",
"partitions": [
{
"name": "external",
"format": "flash",
"vstart": "0x80000000",
"partitions": [

{
"name": "bootloader",
"format": "ubi",
"size": "144KiB"
1,
{
"name": "system",
"format": "part",
"size": "0",
"partitions": [
{
"name": "ptable",
"format": "raw",
"size": "4KiB"
s
{
"name": "fwcerts",
"format": "raw",
"sjze": "12KiB"
s
{
"name": "rd",
"format": "raw",
"size": "64KiB"
s
{
"name": "apn",
"format": "raw",
"sjze": "32KiB"
s
{
"name" : “cp“,"
"format": "raw",
"size": "0O"
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{
"name": "dsp",
"format": "raw",
"size": "0O"
g
{
"name": "rfbin",
"format": "raw",
"size": "0O"
g
+ {
+ "name" : "customer_app",e)
+ "format": "raw",
+ "size": "O"
+ }
]
Irc
{

0 HiIAKRZHimageBIECP.bin , M RIDRFRFECP_IMAGE_ID , IL.F
CRANE_EVB.json

0 AFHEMNKZNimage @ Ecustomer_app.bin , X NMIDZF&F
EAPP_IMAGE_ID , EE7CRANE_EVB.json " # i1 X

7.4.2. Mflash7 X &+ 1E fifFimage

&M config/partition/CRANE_DUAL_FLASH_LAYOUT jsonX#. 1EM Eflashky
2 X 58 18 flcustomer_app. EEREIEdsp.bin.

config/partition/CRANE_DUAL_FLASH_LAYOUT.json.

{
"name": "CRANE_DUAL_FLASH_LAYOUT",
"partitions": [
{

"name": "external",
"format": "flash",
"vstart": "0x80000000",
"partitions": [

{
"name": "bootloader",
"format": "ubi",
"size": "144KiB"

}!
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"name": "system",
"format": "part",

"size": "0O",
"partitions"”
{

"name" :

"format":

"size":

"name" :

"format":

"size":

"name" :

"format":

"size":

"name" :

"format":

"size":

"name" :
"format"
"size":

. HBE

"name" :
"format": "flash
"vstart":
"partitions": [

{

3 L

"ptable",
"raw",
"4KiB"

"fwcerts",
"raw",
"12KiB"

"rd",
"raw",
"64KiB"

"apn",
"raw",
"32KiB"

"cp” ,o

: "raw",
non

"internal",

"0x90000000",

"name": "system2",
"format": "part",

"size": "O" ,

"partitions"”

{

2 [C
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+ +

+ + + +

"name": "dsp",
"format": "raw",
"size": "0O"

g

{
"name": "rfbin",
"format": "raw",
"size": "0O"

g

{
"name" : "customer_app",e)
"format": "raw",
"size": "O"

}

]
})

7.4.3. fwcerts 138 N ¥rimage

REE Y Ecrane_evb.json X KfwcertsBifipERBimages , & &areleasefy3T
SERPHELR |, HIEBF Afweerts.bine EXFrcustomer_app.bin#boot33%:
% MEERIMEIDIEweertsBfipERo

config/template/CRANE_EVB.json.

{

"name": "CRANE_EVB",
"commands": [

{

L ER

"command": "flash",
"name": "fwcerts",
"type": "image",
"partition": "fwcerts",
"group": "2"
"command": "flash",
"name": "rd",
"type": "image",
"partition": "rd",
"group": "2"
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+ +

+ + + 4+ o+

"command": "flash",
"name": "apn",
"type": "image",
"partition": "
"group": "2"

apn",

"command": "flash",
"name": "cp",
"type": "image",
"partition": "
"group": "2"

cp -,

"command": "flash",
"name": "dsp",
"type": "image",
"partition": "dsp",
"group": "2"

"command": "flash",

"name" : "customer_app","
"type": "image",
"partition": "customer_app",
"group": "2"

"command": "flash",
"name": "rfbin",
"type": "image",
"partition": "rfbin",
"group": "2"

. HBE

"name" :
"image": "fwcerts.bin",
"io": "out",
"format": "fip",
"fip": {

"images": [

{

"fwcerts",
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"id": "CP_IMAGE_ID",

"image": "cp"
by
{
"id": "DSP_IMAGE_ID",
"image": "dsp"
+ 1,
+ {
+ "id": "APP_IMAGE_ID",®
"image": "customer_app"
I

1
"callBoot2": false,
"certonly": true
3
s

-1

©@ Eilcommond , Ecustomer_app.bin , &Ecp.bin , #B=image , #=
group “2”

® EXIboot33¥customer_app.bing & , HIFIEBE B F Afwcerts.bind |
FEZHEMidIAPP_IMAGE_ID , 3} RifJimage&customer_app.bin.

7.4.4. boot33/R 5 H 18 i FTimage

Ak Limage , EMTHEFREIDSEANEL , N LEAECSZHabootTE
HFarealeasem T ILEBATMENL TUUID/OID , HHOIDE X SabootT E3Y
BEGRZENERANOIDNR—3 , FEBGZL RN , OIDEE Ecertification content
X509 extensionE , X Hboot33FEH THRZ,

boot33iEITH EX , X ECRANE_EVB.jsonH & & A fwcert@dfipERBimageshy
ITEME#HITERE | KEE AfwcertlfipERMimage , &skip.

MTAAFRHITEM xxxEXSRTERPIZKRHICRANE_EVB.json+ A
xxx_IMAGE_IDR ——XRiX o

startup/bootloader/src/secboot.c.
891 #ifdef BOOT33_SECBOOT_SUPPORT

892 #include "secboot.h"
893 sechoot_init(Q);
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894 TimerO_enabTle(TRUE);
895 /S
896 currenttly do not support image inside internal 8M spi_nor
flash
897 below items under secboot check , also open config to customer
898 refer to their owner fip image config inside of ABOOT
config.json
899 3/
900 secboot_item_check (ITEM_CP); //item CP_IMAGE_ID of fip .json
o
901 secboot_item_check (ITEM_DSP); //item DSP_IMAGE_ID of
fip .json (2]
902 secboot_item_check (ITEM_APP); //item APP_IMAGE_ID of
fip .json (3]
903 sechoot_item_check (ITEM_USER1); //item USER1_IMAGE_ID of
fip .json (4)
904 secboot_item_check(ITEM_USER2); //item USER2_IMAGE_ID of
fip .json‘a
905 sechoot_item_check (ITEM_USER3); //item USER3_IMAGE_ID of
fip .json‘a
906 TimerO_enabTle(FALSE);
907 #endif
©@ |TEM_CPX{SICP_IMAGE_ID , CP_IMAGE_ID7ECRANE_EVB.json# &
B AfwcertsfifipEt , X,
® |TEM_DSP*RDSP_IMAGE_ID , DSP_IMAGE_ID#£CRANE_EVB.json
KELE AfwcertsfIfipE , THE X,
©® |TEM_APPX}SIAPP_IMAGE_ID , APP_IMAGE_ID#£CRANE_EVB.json
MREFFHEE AfweertsHfipER |, BB X,
O ITEM_USER1%RUSER1_IMAGE_ID , USER1_IMAGE_ID
CRANE_EVB.json® KAl E AfwcertsffipfR , THEX,
O ITEM_USER2% RIUSER2_IMAGE_ID , USER2_IMAGE_ID
CRANE_EVB.json® KAl E AfwcertsffipfR , THEX,
O ITEM_USER3X{RUSER3_IMAGE_ID , USER3_IMAGE_ID

CRANE_EVB.json® KAl E AfwcertsffipfR , THEX,
MR EF BT MAPP_IMAGE_ID/DSP_IMAGE_ID/USER1_IMAGE_ID/

USER2_IMAGE_ID/USER3_IMAGE_ID Afwcertsi¥fipEt , boot33i21TH R 2%

ZFfimage.
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7.5. T2 THBZE E#Hboot33
BT 3R E F Kimages/boot33.bin

cmd console.

G:\aboot-t001s-2020.03.25-win-x64\images>dir
2019.01.15@
2019.10.100
apn.bin

boot33.bin®
cp.bin

dsp.bin
ReliableData.bin
rf.bin
updater.bin

O HTHEHRSCRANERF#Ibootrom#d ILE K SLHF. it preboot.bin,
flasher.bin, boot2.bin, fuse.binFfuse.imgo

0 A TEHESCRANEGHRFHIbootrom#l Il By X4, Hlan : preboot.bin,
flasher.bin, boot2.bin, fuse.binFfuse.imgo

© E#Hboot33.bin , EHAFEMKRF,

BEH T boot33.binkAf5 , BiFaboot FEH T B Fareleasefr TTH XM THK

@ASR_CRANE_EVB_CRANE_AQ0_16MB.zip,
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8.1. T

FlabootT BEUIRE A X s &adownload T EH S 75X FRE 4.

8.1.1. UIREAR

R THRE , AAbootexelUIREARBITQHWABTM T, BRIARTFEER

T , ®aikfuse.dat , thZE I Aikfuse.dat. FTEAE F 354 Eproduction mode, &7
BT F Kk Efuse,
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« Aikproduction modeBF=#E =,

LI J<J<J<J<]

AbootDownload (V.

Release package

Production

mode

Name
all
external
bootioader
system
ptable
fweerts

reserved
fota_param
updater
fota_pkg
nvm
factory
factory_a
factory_b

Group

0
0
0
0
0
0
0
0
1
2
2
2
2
2
2
2
2
3
3
4

n: 2020,

Download
U:\00aboot\aboot-100ls-2020.10.01-win-x64\ASR_CRANE_EVB_CRANE_A0_16MB.zip
Save g S USB device Auto enable for AT eboot Baud rate:
only UsB Fallback 00
Partition table

Type Start size vsize

group 0x00000000 001000000 001000000

flash 000000000 0x01000000 0x80000000 001000000

ubi 000000000 0X00024000 080000000 0x00024000

part 000024000 0X004D000 080024000 0X004D9000

raw 0x00024000 0X00001000 080024 0x0000085C

raw 0X00025000 0X00003000 0x8002 000000888
000028000 0X00010000 080028000 000010000
0x00038000 000800 0x80038000 0X00002EEF
0X00040000 0X003C4000 080040000 0X003C3AEA
000404000 080404000 0X000F314A

raw 0X004F8000 0x804FB000 000005000

raw 0X004FD000 0x804FD000 0X008E0000

raw 0X00DDDO00 0X0000100 0x80DDDO00 0x00001000

raw 0X00DDE00O 0x80DDE000 000001000

raw 0X00DDF000 0X00001000 0x80DDF000 000001000
0X00DE0000 0X0020000 000200000
0X00FE0000 0x00020! 000020000
0X00FE0000 0X00010000 000010000
0X00FF0000 0X0001000 0x00010000

Download command table

Command Name | Partition Value | Image Image size(nex) Image size(dec)

require product aromjarom-tiny

require version 05

require version-bootrom 2019.01.15

progress 12594407

call image prebootimg 0X000046C4 18116

call image flasher.img 0X0000856C 34188

partition image flashinfo.bin 0x000003A8 936

partition image partition.bin 0X0000085C 2188

flash bootioader bootioader.ubi 0X00012000 73728

flash ptable partition.bin 0x0000085C 2188

flash tweerts fwcerts.bin 0X00000888 2232

flash r ReliableData bin 0X00010000

flash apn apn.bin 0X00002EEF 12015

flash p cp.bin 0X003C3AEA 3047242

flash asp dsp.bin 995658

flash fbin tbin 20480

flash updater updaterbin 0X00001000 4096

erase partition fota_param

erase partition fota_pkg

erase partition nvm

erase partition factory_a

erase factoy b

fuse fusedat ] 0X00000080 128

B 8.1 uiFXNMTRS
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U:\00aboot\aboot-t0ok

Save log

10.01-win-X64\ASR_CRANE_EVB_CRANE_A0_16MB.zip

USB device

Auto enable for AT

Display log
h JSB

Partition table
Size
0x01

0x01

Download command table
Group Command Name | Partition Value | Image Image size(nex)
0 re product aromjarom-tiny
0 quire version
0 require 5
0 ress
0 pr g
0 flasher.img
0 flashinfo. bin
0 partition.bin
1 bootioader.ubi
2 partition.bin
2 ™ n
2 ReliableData bin
2 apn bin
2 cp.bin
2 updater bin
3 fota_param
3 fota_pkg
4 nvm
5 factory_a
S factoy b

| ¢ fuse.dat |

Reboot

Image size(dec)

128

8.1.2.cmdmSITAR

WETRAANTGS , B

adownload.exe -h

cmd console.

822 uiFXHMTHRE

HPERKITINGS

U:\OOaboot\aboot-tool1s-2020.10.01-win-x64>adownload.exe -h
Asrmicro aboot download console application.

Download release package FILE to boards.
Usage: adownload.exe [OPTION]... [FILE]
-h, --help Display this help and exit




cmd@ BT AR

-p, --port=port Use named serial ports separate with comma

-a, --auto-enable Or auto enable arom usb ports device

-u, --usb-only Use arom usb ports only

-d, --dump-enable Enable dump download protocol packet

-s, --speed=speed Use given speed for serial communication

--baud=speed Supported baud rates:
(115200, 230400, 460800, 921600, 1842000,

3686400)

-m, --production Running in mass prodcution mode, default
is upgrade mode@

-f, --at-fallback Send AT cmd to fallback to download mode

-r, --reboot Reboot device after finished

-q, --quit Quit application after any port finished
Example:

adownload.exe -p CoM1l,COM2 -s 115200 aboot.zip
adownload.exe -u -a -s 115200 aboot.zip
adownload.exe -p COM1 -a -s 115200 aboot.zip

<1>-m BEFAEFTEAWEE | BEEkEfuse , FIEMAEEFTRANKEE | &HM-
mo adownloadZc-m , MERIASG X , URMEFAEXKRE , TEfuse,

BETAAUTSHS , THEHzipE.

adownload.exe -u -a -q -m -s 115200 ASR_CRANE_EVB_CRANE_AQ_16MB.zip
SW-aR BN Flusbim O, Bt A THER.

SRR R BEFHRMusbim D , FEFEuartit O,

SR THERUGREERF.

SPE-mMEEFRERN

R adownload B BEA-q, TRERETFT2B3EE.
@ MR A X HAAboot.exelXMUIAREIT FHER , 218F
PATRESEIRET , MR EHAboot.exe, BFicE

adownloadEEH ., FmiP T ET R T FEHER,

@ R adownload@s & EHA-m, fuseEFLERTTELK
E,
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adownload= EE #Hlogl T :
cmd console.

G:\aboot-too1s-2020.10.01-win-x64>adownload.exe -u -a -q -m -s 115200
ASR_CRANE_EVB_CRANE_AQ_16MB.zip
parsing command line paramters ...
auto quit enabeld.
usb only enabeld.
usb port auto enabeld.
serial baud rate specified at "115200"
running in production mode.
release package file name specified is "ASR_CRANE_EVB_CRANE_AQO_16MB.zip"
finished parsing command Tine paramters.
initializing aboot release package...
extracting download.json (2 KB)...
extracting partition.bin (2 KB)...
### ABOOT_EVENT_DOWNLOAD_INIT ###
initialized aboot release package successfully.
Starting 1wiP, IPv4 disable
ip6 linklocal address: FE80::200:EBFF:FEQLl:F654
starting aboot download engine...
download engine running in production mode!
extracting download.json (2 KB)...
### ABOOT_EVENT_DOWNLOAD_START ###
aboot download engine started successfully.
getting serial devices Tist...
### ABOOT_EVENT_DEVICE_NEW ###
{
"displayName" : "ASR Modem Device (COM3)",
"enabled" : false,
"event" : 5,
"TocationInfo" : "Port_#0003.Hub_#0005",
"order" : 0,
"path" : "com3",
"productid" : 12311,
"progress" : 0,
"status" : "ONLINE",
"vendorid" : 11980
}
### ABOOT_EVENT_DEVICE_CHANGE ###
{
"dispTlayName" : "ASR Modem Device (CoM3)",
"enabled" : true,
"event" : 6,
"TocationInfo" : "Port_#0003.Hub_#0005",
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"order" : 1,

"path" : "com3",
"productid" : 12311,
"progress" : 0,
"status" : "ONLINE",
"triggered" : false,
"vendorId" : 11980

}
### ABOOT_EVENT_DEVICE_CHANGE ###
{
"displayName" : "ASR Modem Device (Com3)",
"enabled" : true,
"event" : 6,
"TocationInfo" : "Port_#0003.Hub_#0005",
"order" : 1,
"path" : "com3",
"productid" : 12311,
"progress" : 0,
"status" : "CONNECTING",
"triggered" : false,
"vendorid" : 11980
}

<COM3> new device arrived.

enabling device <COM3> into downloading mode...
device <COM3> enabled successfully.

connecting to serial device <COM3>...

connected to serial device <COM3> successfully!
starting to fire device <COM3>...

device <CcoM3> fired successfully.

### ABOOT_EVENT_DEVICE_CHANGE ###

{
"displayName" : "ASR Modem Device (Com3)",
"enabled" : true,
"event" : 6,
"TocationInfo" : "Port_#0003.Hub_#0005",
"order" : 1,
"path" : "com3",
"productid" : 12311,
"progress" : 0,
"status" : "RUNNING",
"triggered" : false,
"vendorid" : 11980
}

<COM3> processing command [get bootrom info]
<COM3> processing command [require product arom]
<COM3> Checking product
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<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>

<COM3>
<COM3>
<COM3>
<COM3>
<COM3>

<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>

<COM3>
<COM3>
<COM3>

<COM3>

<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>

OKAY [ 0.011s]
processing command [require version 0.5]
Checking version
OKAY [ 0.013s]

processing command [require version-bootrom 2019.01.15]

Checking version-bootrom
OKAY [ 0.014s]
processing command [progress weight 12618851]
setting total progress
OKAY [ 0.013s]

target reported max download size of 64768 bytes
extracting preboot.img (16 KB)...
processing command [call preboot.img]
Sending 'preboot.img' (16 KB)
OKAY [ 0.145s]

verifying"
OKAY [ 0.219s]
calling#

#=>
#=>
#=>
#=>
#=>
#=>
#=>
#=>
#=>
#=>
#=>
#=>
#=>
#=>
#=>
#=>
#=>
#=>
#=>
#=>
#=>
#=>
#=>
#=>
#=>
#=>

Executing preboot application.
fuse: sbe = 1, sys_boot_ctrl=0

### Trusted boot mode. ##®
Found PMIC with Id: 0x3b
Disabling PMIC watchdog

PMIC watchdog 1is disabled
power_up_reason=0x40.

Disable pPMIC fault wakeup.
CRANE: set PM813_DVC_SET_REG =

x148020

0x0, set bit7 to O.

CRANE: set cpu core voltage PM813_BUCK_VOLTAGE_SET_REG = Oxa4
Freq change done: CR5 416MHz -> 624MHz, AXI 156MHz -> 208MHz

PMU_MAIN_CRSR(0xd4050028) = 0x
PSRAM PHY frequency changed to

[PSRAM] psram_init_crane_ao.e,
HHRHHHRAHBRAH RS R A RRH
version ID : O

ap 16me@

No embedded flash.®
B#HBH AR HHBHARH R R AR AR
B#HBH AR HHBHARH R R AR AR
MP DEVICE

MR[2] VALUE = Ox5

B#HBH AR HHBHARH R R AR AR
psram cache enabled !!!
Do Globel Reset

Enable fast_miss_acc

3
78

cache 1ine=[192B]
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<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>

<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>

<COM3>
<COM3>
<COM3>
<COM3>

<COM3>
<COM3>
<COM3>
<COM3>
<COM3>

depth=

<COM3>

depth=

<COM3>

depth=

<COM3>

depth=

<COM3>

depth=

<COM3>

depth=

<COM3>
<COM3>

depth=

<COM3>

#=> PSRAM PHY frequency changed to 175
#=> set fip image load address spaces to 0x7e000000

OKAY [

0.

088s]

target reported max download size of 64768 bytes
extracting flasher.img (30 KB)...

processing command [call flasher.img]

Sending 'flasher.img' (30 KB)

OKAY [

0.

178s]

verifying(a
oKkAY [ 0.157s]

calling

#=> Executing flasher application...
OKAY [ 0.009s]
target reported max download size of 2097152 bytes
extracting flashinfo.bin (720 Bytes)...

processing command [partition flashinfo.bin]
Sending 'flashinfo.bin' (0 KB)

OKAY [ 0.020s]
setting partition

#=> QSPI clock configured at 104 MHz

#=> Manufacturer ID: OxC8, Device ID: 0x6018

#=> Found a known spi flash device "GDZSLQlZSD“i’
OKAY [ 0.013s]
target reported max download size of 2097152 bytes
extracting partition.bin (2 KB)...

processing command [partition partition.bin]()
Sending 'partition.bin' (2 KB)

OKAY [
setting
#=> ptn
0
#=> ptn
1
#=> ptn
2
#=> ptn
2
#=> ptn
3
#=> ptn
3
#=> ptn
#=> ptn
3
#=> ptn

0.028s]

partition

0 name='all' start=00000000 size=01000000 type=group

1 name='external' start=00000000 size=01000000 type=flash
2 name='bootloader' start=00000000 size=00024000 type=ubi
3 name='system' start=00024000 size=004d9000 type=part

4 name='ptable' start=00024000 size=00001000 type=raw

5 name='fwcerts' start=00025000 size=00003000 type=raw

6 name='rd' start=00028000 size=00010000 type=raw depth=3
7 name="apn' start=000380a0 size=00008000 type=raw

8 name="cp' start=00040000 size=003c4000 type=raw depth=3
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<COM3> #=> ptn 9 name='dsp' start=00404000 size=000f4000 type=raw

depth=3
<COM3> #=> ptn 10
depth=3
<COM3> #=> ptn 11
depth=2
<COM3> #=> ptn 12
type=raw depth=2
<COM3> #=> ptn 13
depth=2
<COM3> #=> ptn 14
depth=2
<COM3> #=> ptn 15
depth=2
<COM3> #=> ptn 16
depth=2
<COM3> #=> ptn 17
depth=2

name="rfbin' start=004f8000 size=00005000 type=raw

name="'reserved' start=004fd000 size=008e0000 type=raw

name="fota_param' start=00ddd000 size=00001000

name="updater' start=00dde000 size=00001000 type=raw

name="fota_pkg' start=00ddf000 size=00001000 type=raw

name="nvm' start=00de0000 size=00200000 type=raw

name="factory_a' start=00fe0000 size=00010000 type=raw

name="factory_b' start=00ff0000 size=00010000 type=raw

<CoM3> (flasher) parse partition table successfully.
<COM3> OKAY [ 0.072s]
<COM3> target reported max download size of 2097152 bytes

<COM3> extracting

<COM3> processing

bootloader.ubi (96 KB)...
command [flash bootloader boot]oader.ubi]G)

<COM3> Erasing 'bootloader'...

<CoM3> (flasher) erasing 'bootloader' scheduled in background
<COM3> OKAY [ 0.012s]

<COM3> Sending sparse 'bootloader' 1/1 (96 KB)...

<COM3> OKAY [ 0.018s]

<COM3> Writing 'bootloader' 1/1...

<CoM3> (flasher) writing 'bootloader' scheduled in background
<COM3> OKAY [ 0.013s]

<COM3> target reported max download size of 2097152 bytes

<COM3> extracting
<COM3> processing

partition.bin (2 KB)...
command [flash ptable partition.bin]

<COM3> Sending sparse 'ptable' 1/1 (4 KB)...

<COM3> OKAY [ 0.014s]

<COM3> Writing 'ptable' 1/1...

<CoM3> (flasher) writing 'ptable' scheduled in background
<COM3> OKAY [ 0.012s]

<COM3> target reported max download size of 2097152 bytes

<COM3> extracting
<COM3> processing

fwcerts.bin (2 KB)...
command [flash fwcerts fwcerts.bin]

<COM3> Sending sparse 'fwcerts' 1/1 (4 KB)...
<COM3> OKAY [ 0.014s]
<COM3> Writing 'fwcerts' 1/1...
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<CoM3> (flasher) writing 'fwcerts' scheduled in background

<COM3> OKAY [ 0.012s]

<COM3> target reported max download size of 2097152 bytes

<COM3> extracting ReliableData.bin (64 KB)...

<COM3> processing command [flash rd ReliableData.bin]

<COM3> Sending sparse 'rd' 1/1 (4 KB)...

<COM3> OKAY [ 0.014s]

<COM3> Writing 'rd' 1/1...

<CoM3> (flasher) writing 'rd' scheduled in background

<COM3> OKAY [ 0.011s]

<COM3> target reported max download size of 2097152 bytes

<COM3> extracting apn.bin (11 KB)...

<COM3> processing command [flash apn apn.bin]

HEE....

<COM3> #=> pid | name | state Q | pri
( used) | base addr | current

<COM3> #=> - | isr_stack | - - -
772) | 0xd100f9cO | Oxffffffff

<COM3> #=> 1 | idle | pending Q | 15
128) | 0xd1002al0 | 0xd1002a30

<COM3> #=> 2 | main | b1 mbox _ | 7
524) | 0xd1002ab0 | 0xd10032c0

<COM3> #=> 3 | ipvé | b1 rx _ 4
452) | 0xd1007110 | 0xd10073f0

<COM3> #=> 4 | udp | b1 rx _ 5
292) | 0xd10078a4 | 0xd1007ba8

<COM3> #=> 5 | heartbeat | b1 rx _ | 6
196) | 0xd10034d4 | 0xd1003628

<CoM3> (flasher) partition "factory_b" erased successfully.

<COM3> #=> 6 | ethos | b1 rx _ 2
416) | 0xd10025c4 | 0xd10028cc

<COM3> #=> 7 | aboot | b1 rx _ | 8
( 1680) | 0xd100607c | 0xd10069d0

<COM3> #=> 8 | flasher | running Q| 9
924) | 0xd1006b08 | 0xd1006f58

<COM3> #=> | sum | |
( 5384)

<COM3> OKAY [ 8.293s]

<COM3>

all finished. total time: 25.197s®

### ABOOT_EVENT_DEVICE_CHANGE ###

{

"displayName" : "ASR Modem Device (Com3)",
"enabled" : true,
"event" : 6,

stack

1024 (

160 (

2560 (

1024 (

1024 (

512 (

1024 (

2560

1536 (

11424
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"TocationInfo" : "Port_#0003.Hub_#0005",
"order" : 1,
"path" : "com3",

"productid" : 12311,
"progress" : 100,
"status" : "SUCCEEDED",
"triggered" : false,
"vendorid" : 11980

}

stopping aboot download engine...
### ABOOT_EVENT_DOWNLOAD_STOP ###

preboot.img# B F X & Wi,

E4KEN,

preboot#1#8{t, CRANE_AOHIpsram,

PSRAMEIEL S AP 16M , X bit2 MfuseiEH Y,
TR B Hflash , Xbit2 Mfuseit K.

L& Kiifflasher.imgo

flasher.img¥UEi@E |, ##E A Znor flash GD25LQ128D,
flasherf2 FITE1 0 X &o

000 O0HO6O0O OO

FAEBEHEETE.

REENMNGEGX M , IRZEERIETE
@ log , £ ILREIRE,

8.2. 53

preboot.imgZ B WIEE , prebootBy 1T , $TENH Trusted boot ,

1 BAfuse

e Ebootloader.ubi, THEIE MM logBHERErd , cpMdspHEH#.

o EREITEDH4R

BRETEGLGE , KAERBER , FEE#H ATrusted Boote FEIFMAERUE

B:

» Hreseti® , IRFER,
o WiFusbsk , RTFER.

8.2.1. T {FAEboot33 WX INEE , B3IMlog

EF#ERIE , Trusted Boot#y & Hlogi T :
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sscom& 0.

[16:56:23.015]W«*CHIP_ID: 0x6731, REV_ID: OxAOQ
PLATFORM: CRANE (SILICON)
CRANE hardware initialization complete.

AROM! (Vversion: 2019.01.15)

Initializing crypto Tlibrary...

Loading. ..

welcome to the trusted boot rom world.

QSPI clock configured at 13 MHz

Detecting QSPI flash devices...

Found a known spi flash device "GD25LQ128D"

SPI nor flash: Manufacturer ID: OxC8, Device ID: 0x6018
Detected peb size is 4096, the first good peb number is 0
Found preboot volume, size is 16340 bytes

BL1: Trying to load and verify BL2 image from volume preboot..."

[16:56:23.262]4<*BL1: okay.
Executing preboot application...
fuse: sbe = 1, sys_boot_ctr1=0x158020

### Trusted boot mode. ##@

Found PMIC with Id: 0x3b

Disablng PMIC watchdog

PMIC watchdog i disabled

power_up_reason=0x20.

Disable PMIC fault wakeup.

CRANE set PM813_DVC_SET_REG = 0x0, set bit7 to O.

CRANE: set cpu core voltage PM813_BUCK_VOLTAGE_SET_EG = Oxa4
get restart cmd = 0x0

PMU_SD_ROT_WAKE_CLR(0xd428287c) = 0x2000

[16:56:23.409] W «+set restart status = 0x0
Freq change done: CR5 416MHz -> 624MHz, AXI 156MHz -> 208MHz
PMU_MAIN_CRSR(0xd4050028) = 0x3

PSRAM PHY frequency changed to 78

[PSRAM] psram_init_crane_a0.
BUABHHBH AR AR AR LRSS H

Version ID : 0

AP 16MB

No embedded flash.
BUABHHBH AR AR AR LRSS H
BUABHHBH AR AR AR LRSS H

MP DEVICE

MR[2] VALUE = 0x5
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###H#A
psram
Do Glo
Enable
PSRAM
set fi
Found

BL1: T

[16:56

Execut
QSPI c
Manufa
Found

ptn
ptn
ptn
ptn
ptn
ptn
[16:56
ptn 6

ptn 7

ptn 8

ptn 9

ptn 10
ptn 11

uvi D W N R O

ptn 12 name='fota_param' start=00ddd000 size=00001000 type=raw depth=2

ptn
[16:56
type=
ptn 14
ptn 15
ptn 16
ptn 17
I will
0x01,0
0x00,0
0x77,0
0xB3,0
[16:56
0x00,0
OXEA, 0
0x00,0
0x8A,0

##HBH AR AR RS

cache enabled !!! : cache Tine=[192B]
bel Reset

fast_miss_acc

PHY frequency changed to 175

p image load address spaces to 0x7e000000
bootloader volume, size is 58120 bytes

rying to load and verify BL2 image from volume bootloader...©

:23.607]4~*BL1: oKay.

ing boot2 app]ication...(’

lock configured at 104 MHz

cturer ID: 0xC8, Device ID: 0x6018

a known spi flash device "Gb25LQ128D"

name='all' start=00000000 size=01000000 type=group depth=0

name='external' start=00000000 size=01000000 type=flash depth=1

name="bootloader' start=00000000 size=00024000 type=ubi depth=2

name="system' start=00024000 size=004d9000 type=part depth=2

name="ptable' start=00024000 size=00001000 type=raw depth=3
name=""fw

:23.652] Y ecerts' start=00025000 size=00003000 type=raw depth=3
name='rd' start=00028000 size=00010000 type=raw depth=3
name="apn' start=00038000 size=00008000 type=raw depth=3
name='cp' start=00040000 size=003c4000 type=raw depth=3
name='dsp' start=00404000 size=000f4000 type=raw depth=3
name='rfbin' start=004f8000 size=00005000 type=raw depth=3
name="'reserved' start=004fd000 size=008e0000 type=raw depth=2

:23.698] U<+ 13 name='updater' start=00dde000 size=00001000

raw depth=2

name='fota_pkg' start=00ddf000 size=00001000 type=raw depth=2
name='nvm' start=00de0000 size=00200000 type=raw depth=2
name='factory_a' start=00fe0000 size=00010000 type=raw depth=2
name='factory_b' start=00ff0000 size=00010000 type=raw depth=2
use MPU 2

x00,0x64,0xAA,0x78,0x56,0x34,0x12,

x00,0x00,0x00,0x00,0x00,0x00,0x00,

xC4,0xF4,0x76,0x1B,0x94,0x41,0x7C,

x43,0xB0,0xEA,0x44,0x3A, 0xAC

:23.743]14~*,0xD7,

xB0,0x01,0x00,0x00,0x00,0x00,0x00,

x3A,0x3¢C,0x00,0x00,0x00,0x00,0x00,

x00,0x00,0x00,0x00,0x00,0x00,0x00,

xBD,0x24,0xEB,0xEQ,0x69,0x4A,0xCD,
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0x88,0x15,0x30,0xA9,0x50,0xB9,0x3A,0x2B,
0x00, 0xF0,0x3D,0x00,0x00,0x00,0x00,0x00,
0x4A,0x31,0x0F,0x00,0x00,0x00,0x00,0x00,
0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,
0x26,0x31,0x02,0xFB,0xF9,0x8E,0x42,0xF8,
0x98,0xDF,0xB0,0xE1,0xD3,0x51,0x8E,0x54,
0xp8,0x00,0x00,0x00,0x00,0x00,0x00,0x00,
0OxED,0x03,0x00,0x00,0x00,0x00,0x00,0x00,
0x00,0x00,0x0

[16:56:23.788] +*0,0x00,0x00,0x00,0x00,0x00,
0x2B,0xCA,0xE7,0xAl,0x39,0x0F,0x43,0xD2,
0x82,0x58,0x45,0xD5,0x63,0xE0,0x0D, 0x57,
0xc8,0x04,0x00,0x00,0x00,0x00,0x00,0x00,
OxEF,0x03,0x00,0x00,0x00,0x00,0x00,0x00,
0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,
0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,
0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,
0xB8,0x08,0x00,0x00,0x00,0x00,0x00,0x00,
0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,
0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,
0x30,0x82,0x03,0xE9,0x30,0x82,0x02,0xAl,
0xA0,0x03,0x02,0x01,0x02,0x02,0x0
[16:56:23.833]4t*9,0x00,
OxEF,0x11,0xB9,0x7A,0xF2,0x98,0xA3,0x2F,
0x30,0x3D,0x06,0x09,0x2A,0x86,0x48,0x86,
0xF7,0x0D,0x01,0x01,0x0A,0x30,0x30,0xA0,
PSRAM PHY frequency changed to 78

I will use MPU 3

Freq change done: CR5 624MHz -> 416MHz, AXI 208MHz -> 156MHz
boot to 0X7E000000, cpsr should be 0x1d3

pid | name | state Q | pri | stack ( used)
addr | current

- | isr_stack | - - -1 1024 C 144
0xd100f9cO | Oxffffffff

1| idle | pending Q | 15
[16:56:23.866] 4+ | 160 ( 128) | 0xd1002al0 | 0xd1002a30

2 | main | running Q | 7 | 2560 ( 1628)
0xd1002ab0 | 0xff00

3 | ipvé | b1l rx _ | 4 | 1024 ( 288)
0xd1007110 | 0xd10073f0

4 | udp | b1 rx _ | 5 | 1024 ( 252)
0xd10078a4 | 0xd1007ba8

| sum | | | 5792 ( 2440)

[16:56:23.919] K *Boot33 UART INIT DONE®

| base
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Built by DS-5.
boot33 MPU config

[NuM] [BASE_ADDR] [ACCES_CTRL] [REG_SIZE]

0] [0x00000000] [0x00000308] [0x0000001e]
11 [0xd1000000] [0x00000308] [0x00000013]
21[0x80000000] [0x00000308] [0x0000001a]
3] [0x80000000] [0x0000030b] [0x00000019]
4]1[0xc0000000] [0x00001301] [0x0000001d]
5] [0x00000000] [0x00000000] [0x00000000]
61 [0x00000000] [0x00000000] [0x00000000]
71 [0x00000000] [0x00000000] [0x00000000]
Func:Keypad_OTA_Flag_cCheck_B,Line:832

L T e Y s T e Y s T e I e B |

Keypad_init_clk
Keypad_init_clk done

[16:56:24.152]4*[2_2]After pol1ing 1000 times, not get a key value
[OTA] NO FOTA FLAG DETECTED

[ oo ]
[LOADTABLE AREA ][LOADTABLE_AREA_HEADER ]
[INIT_ROUTINE 1[7e6d2104 ]

—
1
1
1
1
1
1
1
|
|
|
|
|
1
1
1
1
1
1
1
1
1
1
|
|
|
|
|
1
1
1
1
1
1
1
1
1
1
|
|
|
|
|
1
1
1
1
1
1
1
1
1
1
|
|
|
|
I

—

[LOADTABLE AREA ][LOADTABLE_AREA_VER_INFO 1
[ANTI_RB_VER 1020190904 ]
[EXECUTE_MODE ] [XIP 1
[ps
[16:56:24.197] ¥~+_MODE J[LTEGSM

]
[IMAGE_DESC 1 [CRANE_DS_LTEGSM_DKB_Z2_A0_XIP_LWIP_MODULEONLY_16M16M]
I ]
[LOADTABLE AREA ][LOADTABLE_AREA_RW_CPZ_INFO 1

[Rw_CcPz_1][DDR_RW_] [7ea00000] [80051508] [00023a10] [80051508]
[RW_CPz_3] [PS_NCAH] [7ef20000] [80074f18] [000052c0] [80058d96]
[RW_CPz_4] [USBNCAH] [7ef92400] [8007a1d8] [00000244] [8005928c]
[Rw_cPz_5] [CODE_PS] [7e200000] [8007a41c] [0054320c] [800593ed]

[16:56:24.242] Yt ]
[LOADTABLE AREA ][LOADTABLE_AREA_ARMLINK_SYMBOL
[00.CP_EXEC 1[0x80040000] [AVAILABLE
[01.cP_LOAD 1[0x4c4c554e] [INVALID
[02.IMG_END 1[0x4c4c554e] [INVALID

[03.BIN_SIZE 1[0x003c3aea] [AVAILABLE
[04.DSP_BEGIN 1[0x7e000000] [AVAILABLE
[05.DSP_END 1[0x7elffffc] [AVAILABLE
[06.RF_ADDR_z2 ][0x7e090000] [AVAILABLE

— e
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[16:56:24.287] W« 1
[07.RF_ADDR_AO ][0x7e090000] [AVAILABLE ]
[08.RD_BEGIN 1[0x80028000] [AVAILABLE ]
[09.RD_END 1[0x80038000] [AVAILABLE ]
[10.APN_BEGIN  ][0x80038000] [AVAILABLE ]
[11.APN_END 1[0x80040000] [AVAILABLE ]
[12.FOTA_PRM_S ][0x80dbf000] [AVAILABLE ]
[13.FOTA_PRM_E ][0x80dc0000] [AVAILABLE ]
[14.UPDATER_S  ][0x80dc0000] [AVAILABLE ]
[1
[16:56:24.333]¥«+5.UPDATER_E ]1[0x80de0000] [AVAILABLE

]
[16.FOTA_PKG_S ][0x80de0000] [AVAILABLE ]
[17.FOTA_PKG_E ][0x80de0000] [AVAILABLE ]
[18.NVM_BEGIN  ][0x80de0000] [AVAILABLE ]
[19.NVM_END 1[0x80fe0000] [AVAILABLE ]
[20.F_A_START  ][0x80fe0000] [AVAILABLE ]
[21.F_A_END 1[0x80ff0000] [AVAILABLE ]
[22.F_B_START  ][0x80ff0000] [AVAILABLE ]
[23.F_B_END 1[0x810000
[16:56:24.378] W «+00][AVAILABLE 1
[Eeermemsessesm e s e C s E S S S S S S S C S CE SIS SES OSSO ]
[LOADTABLE AREA ][LOADTABLE_AREA_FUNC_VAL ]
[00.VERGIN JLFfffffff ]
[01.BOOTCOUNT  ]J[ffffffff ]
[02.UART_PRT 101 ]
[03.FATAL_PRT ][1 ]
[04.DEF_FREQ  ][ffffffff ]
[05.CORE_VOL  ][ffFFFfff ]

BOOT33_VERSION : 20190904[20190904]

CP_ANTI_RB_VER : 20190904[20190904]

[CP ] CHIP_ID=[00a06731] CRANE_AOQ

[cP ] Region CPZ struct detected from Toadtable

[cP ] decompress [ DDR_RwW_] from [80051508] to [7ea00000]

[16:56:24.449]U*[CP ] decompress [ PS_NCAH] from [80058d96] to
[7ef20000]

[cP ] decompress [ USBNCAH] from [8005928c] to [7ef92400]

[cP ] decompress [ CODE_PS] from [800593ed] to [7e200000]

[16:56:26.791]U«*[CP ] stop decompress as no further RW_CPZ_ detected
[DSP] SKIP DSP LOAD
[RF ] SKIP RF LOAD
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*%* BOOTLOADER DONE JUMP TO CP IMAGE‘B
** VERSION : 20190904
% pC : 0x80040000

Fedhdhddddededededf N R hhhdddddd NN N Rl dddded NN hhdddd

[16:56:26.873] W <*Cinit 1

© prebootBEXBZRIEF,
@O prebootE A RIEET , preboot#e M E| Trusted Boot.
© bootloader&E&Z KL+,
O bootloaderE X EWIFET |, boot2# 1T
O boot33H 1T,
O CP#{T,
BABENEGNH  NRZERIEFET, HLTNHE
@ log , X1E/E30,

8.2.2. fFEEboot33 X INEE , /5 zhATboot33Hlog

BRIZETHF Hllogtl & , £3TEN#IE B #Rimage , RIFEREREN , RIEEH

SHAERT ] S K iFimagesizeFl X
sscom& A.

//boot33FF /8 7 sechoot R X Ih&E

[20200402-16:25:01.987] [BOOT33]VB_VERSION_DATE
[20200320]

[20200402-16:25:01.987] [BOOT33]VB_OEM_LCD_TYPE
[No_LcD]

[20200402-16:25:01.987] [BOOT33]VB_SECBOOT_SUPPORT
[SECBOOT]

[20200402-16:25:01.988] [BOOT33]VB_COMPRESSED_LOGO_SUPPORT
[SUPPORT_COMPRESSED_LOGO]

[20200402-16:25:01.988] [BO0OT33]build_info_string
[boot33.bin 2020320_verl]

[20200308-13:31:26.380] [SECBOOT] fh->entry_count = [4]

//XCP.bin#t{TRERY , #H15s
[20200402-16:25:03.287] [SECBOOT] fh->entry_count
[20200402-16:25:03.287] [SECBOOT]sb_item item_id

[6]
[0] check
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[20200402-16:25:03.287][SECBOOT]sb_item [0][cP][31]1[30]
[1.3.6.1.4.1.4128.2100.8001]

[20200402-16:25:03.287] [SECBOOT]bingo entry_index [3]
[20200402-16:25:03.295][SECBOOT]bingo entry_index = [0]
[20200402-16:25:03.295] [SECBOOT] [CP]cert check_integrity start
[20200402-16:25:03.295] [SECBOOT] [CP]cert check_integrity done rc = 0
[20200402-16:25:03.350] [SECBOOT] [CP]img_content verify_hash start
[20200402-16:25:09.502] [SECBOOT] [CP]img_content verify_hash done rc = 0
[20200402-16:25:09.502] [SECBOOT] [CP]secboot check done SUCCEED
[20200402-16:25:09.502] [SECBOOT] [CP]secboot time consumption = 5202 ms

//XDSP.bin# T EZEREFER2s

[20200402-16:25:09.502] [SECBOOT]sb_item item_id = [1] check
[20200402-16:25:09.502] [SECBOOT]sb_item [1][DsP][33][32]
[1.3.6.1.4.1.4128.2100.8002]

[20200402-16:25:09.503] [SECBOOT]bingo entry_index [4]
[20200402-16:25:09.503] [SECBOOT]bingo entry_index [1]
[20200402-16:25:09.503] [SECBOOT] [DSP]cert check_integrity start
[20200402-16:25:09.507] [SECBOOT] [DSP]cert check_integrity done rc = 0
[20200402-16:25:09.564] [SECBOOT] [DSP]img_content verify_hash start
[20200402-16:25:11.141] [SECBOOT] [DSP]img_content verify_hash done rc = 0
[20200402-16:25:11.141] [SECBOOT] [DSP]secboot check done SUCCEED
[20200402-16:25:11.141] [SECBOOT] [DSP]secboot time consumption = 1632 ms

//Mcustomer_app.binZE£ KM 121ms

[20200402-16:25:11.141] [SECBOOT]sb_item item_id = [2] check
[20200402-16:25:11.142][SECBOOT]sb_item [2][APP][35][34]
[1.3.6.1.4.1.4128.2100.8003]

[20200402-16:25:11.142] [SECBOOT]bingo entry_index [5]
[20200402-16:25:11.142] [SECBOOT]bingo entry_index [2]
[20200402-16:25:11.142] [SECBOOT] [APP]cert check_integrity start
[20200402-16:25:11.146] [SECBOOT] [APP]cert check_integrity done rc = 0
[20200402-16:25:11.204] [SECBOOT] [APP]img_content verify_hash start
[20200402-16:25:11.283] [SECBOOT] [APP]img_content verify_hash done rc = 0
[20200402-16:25:11.283] [SECBOOT] [APP]secboot check done SUCCEED
[20200402-16:25:11.283] [SECBOOT] [APP]secboot time consumption = 121 ms

//skip®RBEBBEfwcert fipHMitem , boot33kT X fwcert.binfIZ &£ ELHEIEETHRIE
[20200402-16:25:11.284] [SECBOOT]sb_item item_id = [3] check
[20200402-16:25:11.284][SECBOOT]sb_item [3][USER1][37][36]
[1.3.6.1.4.1.4128.2100.8101]

[20200402-16:25:11.284][SECBOOT]fip doesn't contain image(id=37)
[20200402-16:25:11.284] [SECBOOT] fip_open_image [37] with
FIP_ERR_IMG_MISS, just skip

[20200402-16:25:11.284] [SECBOOT]sb_item item_id = [4] check
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[20200402-16:25:11.285] [SECBOOT]sb_item [4][USER2][39][38]
[1.3.6.1.4.1.4128.2100.8102]

[20200402-16:25:11.285] [SECBOOT]fip doesn't contain image(id=39)
[20200402-16:25:11.327] [SECBOOT] fip_open_image [39] with
FIP_ERR_IMG_MISS, just skip

[20200402-16:25:11.327][SECBOOT]sb_item item_id = [5] check
[20200402-16:25:11.327][SECBOOT]sb_item [5][USER3][41][40]
[1.3.6.1.4.1.4128.2100.8103]

[20200402-16:25:11.328] [SECBOOT]fip doesn't contain image(id=41)
[20200402-16:25:11.328] [SECBOOT] fip_open_image
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T XIfuREE

SecbootfEREFBRE T HWRMEBINEF | HINMRKEEERE ATARAR I
( station ) BB,

« T{U1RAFEKREfuse,
s TH2RAFKEEHZ,

FKER R, TAEFHSS M TH2NEEEE,
9.1. A NI R —ERAE

1. £ERAAIES,
2. #l¥EXEOEM public keyfifuse only#y T A,
3. HEREEBRZENTREB,

9.2. T{u1%Efuse only FEEA

1. B R AEESfuselit )y , EBEEfuse only FTEEA. TrustedEXEEH
Root key FIOEM X $Ahash# 55 F it Fuse.

2. FEEHBAS T2,
9.3. T2 ERBIERNW T EB

1. @ EN TN ERO RS fuseI Bl | LBEERHEANTHEB,
2. B#HHER  REYEPEIXNEHRITHRFESR,
3. TEZEMK.
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