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Introduction

The ASR Aboot Tools enables you to and generate release packages for products
and download images to the target.

Aboot Tools are included as below :

1. arelease.exe

2. adownload.exe

The stable tools are shared at

\\sh2-filer02\Release\LTE\Crane\Tools.

Currently the latest version is 2020-09-22.
win-x64 : used for windows 64bits.
win-x86 : used for windows 32bits.

v (D \sh2-filero2\Release\LTE\Crane\Tools
D aboot-tools-update-dsp-2020.08.30
D aboot-tools-2020.09.10-win-x64
D aboot-tools-2020.09.10-win-x86
D aboot-tools-2020.09.22-win-x64
D aboot-tools-2020.09.22-win-x86

Figure 1.1. Aboot tools folder filesystem Tree

Latest Aboot Tool can be downloaded from jenkins link.




Tool for linux environment

#=,  Build Artifacts

— [£] aboot-tools-2020.09.25-linux-x64.sfx 157.91 MB sz view
[-| aboot-tools-2020.09.25-win-x64.exe 143.42 MB sz view
[£] aboot-tools-2020.09.25-win-x86.exe 140.81 MB sz view

Figure 1.2. aboot-tools-2020.09.25
+ aboot-tools-2020.09.25-linux-x64.sfx
the zip of tool for linux environment
+ aboot-tools-2020.09.25-win-x64.exe
the zip of tool for windows 64bits environment
+ aboot-tools-2020.09.25-win-x86.exe

the zip of tool for windows 32bits environment

1.1. Tool for linux environment

support aboot, arelease or adownload function operated on ubuntu terminal.
Firstly uncompress files from sfx file.

» download aboot-tools-2020.09.25-linux-x64.sfx from jenkins aboot tool’s link.
» chmod +x aboot-tools-2020.09.25-linux-x64.sfx

+ ./aboot-tools-2020.09.25-linux-x64.sfx

+ cd aboot-tools-2020.09.25-linux-x64

+ ./aboot

+ .Jarelease

» ./adownload

1) aboot

In Ul mode, include BurnPage, Release Page and Misc Page.

» BurnPage: flash data from image zip to flash.

» ReleasePage: generate image zip file.




Tool for windows environment

» Misc Page: if Click "Enter production mode" and reset board, it will enter
production mode.

2) arelease
In cmdline mode, generate release image zip file for these target.

* Normal mode: burn image to flash.
» EraseAll mode: erase all bytes of flash
» Upload mode: dump data from flash

» Fuse mode: write fuse bits of chip.
output file generated named with function keywords.
3) adownload

In cmdline mode, support burn image data to flash.
1.2. Tool for windows environment

next chapters will detail the introduction based on windows 64 bits environment.

1.2.1. windows 64 bits env

double click aboot-tools-2020.09.25-win-x64.exe, files are uncompressed to
folder aboot-tools-2020.09.25-win-x64.

1.2.2. windows 32 bits env

double click aboot-tools-2020.09.25-win-x86.exe, files are uncompressed to
folder aboot-tools-2020.09.25-win-x86.
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DKB board

Peripherals: XDB JTAG, USB port, UART port, power on/off key,
USB_DOWNLOAD key, UART_DOWNLOAD key, RST key.

Refer to the Figure, board and peripherals, the nor flash on DKB board is
GD25LQ128D (id: U602). If target is Crane Phone, the nor flash is GD25LQ256C.

To start download steps, please connect all the Peripherals at the first.
USB insufficient power supply makes USB connecting

always failed. Suggest adding a USB-Port HUB to solve the
problem.

S If pcis a laptop or host pc connects too many USB devices.




Install required USB ACM or
USB-to-Serial converter drivers

A LAY
Figure 2.1. board and peripherals

2.1. Install required USB ACM or USB-to-Serial converter
drivers

2.1.1. USB driver
Install USB ACM driver for USB downloading mode

If unrecognized USB device is found since USB driver is not installed. Upload
USB driver from folder: \YourAbootToolFolder\driver.

[new version’s directory]\driver.

f—drivers
prvInstaller.exe@
DrvInsta11er_x64.exe€)

(.

|

|

| L-Drv

| | musbser.inf

| | version.cfg

| |

| L-MuUsSBSer

| |  musbser_amd64.cat
| | musbser_i386.cat




UART driver

|
f-amd64

| musbser.sys

|
L-i386

musbser.sys

usb driver for windows 32bits
usb driver for windows 64bits
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Figure 2.2. ASR USB com
2.1.2. UART driver
If UART’s driver is never uploaded in your pc, download it from link:

\\fileserver\public-share\USER\uartdriver

After driver uploaded, the UART serial com is shown as below:




start Putty to monitor UART trace
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Figure 2.3. UART-to-serial com
2.2. start Putty to monitor UART trace

For example the UART serial line is com21 shown in device manager.

If use putty to monitor com21. Baud rate speed is 115200, add 'Implicit CR in
every LF' and 'Implicit LF in every CR' in terminal options. Or there is no enter
in the UART trace. If use secure CRT instead of putty, add "New line mode" in
session options.




start Putty to monitor UART trace

i ™
%R PUTTY Configuration I LI .ﬂ
Category:

[=- Session | Basic options for your PuTTY session |

i Logging Specify the destination you want to connect to

=) Terminal —

Seral line Speed

- Keyboard
- Bell COM21 115200
- Features Connection type:

= Window ) Raw () Telnet ) Rlogin 7) SSH (@ Serial
gp;aea@nce Load, save or delete a stored session
- Behaviour I
. Translation Saved Sessions
- Selection
- Colours -

Default Settings -

=~ Connection COM10 Jar- Load
- Data COM11 0
o Coiz
coms
-~ Rlogin COM21 ~ |

- 55H
Serial

Close window on exit:
) Mways () Mever @ Only on clean exit

Figure 2.4. putty configuration for UART serial com(1)




start Putty to monitor UART trace

#2 PuTTY Configuration ‘ @1

Category:
=1 Session Cptions controlling the terminal emulation
i Set various terminal options
Features
— - Windaw
i - Appearance
- Behaviour [] Enable blinking text
- Translation Answerback to “E:
- Selection PUTTY
i - Colours
=I- Connection Line discipline options
! -Ea‘ca Local echo:
Trolxy' @ Auto ~) Force on ~) Force off
! F-He nn.et Local line editing:
- niegin @ Auto ~) Force on ~) Force off
+-SSH
- Seral Remote-controlled printing
Printer to send ANS| printer output to:
MNone (printing disabled) -
[ COpen l I Cancel I

Figure 2.5. putty configuration for UART serial com(2)

| N 2

-

2B COM21 - Pu'I'I'Y‘
|

Figure 2.6. putty UART serial com
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start Putty to monitor UART trace

Current modes

["] Cursor key mode
ine wrag

[¥] New line mode

(@ Numeric keypad
() Application keypad

[¥] Enable 80/132 column switching
[#] Enable cursor key mode switching
|| Enable keypad mode switching
[ Enable line wrap mode switching
[V Enable alternate screen switching

Figure 2.7. secure CRT UART serial com
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Prepare generate release package

Aboot.exe(GUl)'release page or arelase.exe(Cmdline) is used to generate new
release package. The tools are located at \\sh2-filer02\Release\LTE\Crane\Tools.

Aboot.exe or arelase.exe

» get config json files from config directory.

» get binary files from images directory.

It will get products list and support function to generate release package for each
product.

The tree list of [new version’s directory] is shown as below:

[new version’s directory].

| aboot.exe(GUI burn/release tool)
| adownload.exe(cmdline burn tool)
| arelease.exe(cmdline release tool)
(I
f—config
|  flash

| MEM_SIMULATION_FLASH.json

| QSPI_NAND_128MB_B128KB_S128KB_P2KB.json
| QSPI_NAND_256MB_B128KB_S128KB_P2KB.json
| QSPI_NOR_16MB_B64KB_S4KB_P256.json

| QSPI_NOR_32MB_B64KB_S4KB_P256.json

| QSPI_NOR_8MB_B64KB_S4KB_P256.json

| SPI_NOR_8MB_B64KB_S4KB_P256.json

|

|

|

|
|
|
|
|
|
|
|
—partition
| CRANE_DUAL_FLASH_LAYOUT. json

13



CRANE_SINGLE_FLASH_LAYOUT. json
JACANA_MEM_FLASH_LAYOUT. json

product
ASR_CRANE_EVB. json
ASR_JACANA_EVB. json

[

[

[

|

[

[

[

|  F-security
| | | ECDSA_KEYS.json

| | | RSA_KEYS.json

[

| | ‘key

| ecdsa_non_trusted_world_key.pem
| ecdsa_nt_fw_key.pem

| ecdsa_nt_os_key.pem

| ecdsa_rootpk_sha256.bin

| ecdsa_root_key.pem

| ecdsa_scp_fw_key.pem

| ecdsa_soc_fw_key.pem

| ecdsa_tos_fw_key.pem

| ecdsa_trusted_world_key.pem
| rsa_non_trusted_world_key.pem
| rsa_nt_fw_key.pem

| rsa_nt_os_key.pem

| rsa_rootpk_sha256.bin

| rsa_root_key.pem

| rsa_scp_fw_key.pem

| rsa_soc_fw_key.pem

| rsa_tos_fw_key.pem

| rsa_trusted_world_key.pem
[
| Ltemplate

| CRANE_EVB. json

| JACANA_EVB. json

I
}—docs

| AbootPG.pdf

| AbootUG. pdf

| SecBootUG. pd

I

f—drivers

| | DrvInstaller.exe
| | DrvInstaller_x64.exe
[

|  LDrv

| | musbser.inf

14



—_ -y — — — — — — — — — — — — — ———————— =

| Vversion.cfg
|
L-MUSBSer
| musbser_amd64.cat
| musbser_i386.cat
|
f—amd64
| musbser.sys
|
L1386
musbser.sys

apn.bin

arom.bin
boot2.bin
boot33.bin
cp.bin

dsp.bin
flasher-jacana.bin
flasher.bin
jacana.bin
preboot.bin
pvt.bin
ReliableData.bin
rf.bin
updater.bin

}—-2019.01.15

boot2.bin
flasher.bin
fuse.bin
fuse.img
preboot.bin

L-2020.04.08

boot2.bin
flasher.bin
fuse.bin
preboot.bin

swiftshader

TibEGL.dT1
TibGLESV2.d11

15



The information of product

L—upTload

3.1. The information of product

All supported products are defined under

config/product/ASR_CRANE_EVB. json

config/product/ASR_CRANE_EVB.json.

{

/* comment: default parameters defined for each product, each
parameter for one product can be defined with specail value to replace
default one. */

"name": "ASR_CRANE_EVB",

"version": "0.5",

"version-bootrom": "2019.01.15",

"template": "CRANE_EVB",

"flashes": [

{

"name": "external",

"port": "QsSPI",

"flash": "QSPI_NOR_16MB_B64KB_S4KB_P256"
}

1

"layout": "CRANE_SINGLE_FLASH_LAYOUT",

"keyAlg": "rsa",

"hashAlg": "sha256",

"secureBoot": false,

"fota": [
"system"
1
"variants": [
{
"name" : "CRANE_AO_OSMB","
"flashes": [
{
"name": "external",

"port": "QsPI",
"flash": "QSPI_NOR_8MB_B64KB_S4KB_P256"
3
1,
"partitions": [

{

16



The information of product

"name": "nvm",
"size": "512KiB"
}
]
g
{
"name" : "CRANE_A0_16MB“€)
s
{
"name": "CRANE_AO_16+8vg",©
"flashes": [
{
"name": "external",
"port": "QSP1I",
"flash": "QSPI_NOR_16MB_B64KB_S4KB_P256"
Ire
{
"name": "internal",
"port": "ssp2",
"flash": "SPI_NOR_8MB_B64KB_S4KB_P256"
}
i’
"Tayout": "CRANE_DUAL_FLASH_LAYOUT",
"fota": [
"system",
"system2"
1
3,
{
"name" : "CRANE_A0_32MB",(,
"flashes": [
{
"name": "external",
"port": "QSPI",
"flash": "QSPI_NOR_32MB_B64KB_S4KB_P256"
}
]
Lo
{

"name": "CRANEG_z2_16+8ve",®
"version-bootrom": "2020.04.08",
"flashes": [
{
"name": "external",
"port": "QSPI",

17



The information of product

"flash": "QSPI_NOR_16MB_B64KB_S4KB_P256"

g

"name": "internal",

"port": 'ssp2",

"flash": "SPI_NOR_8MB_B64KB_S4KB_P256"
}

1,
"Tlayout": "CRANE_DUAL_FLASH_LAYOUT",
"fota": [

"system",
"system2"
]
1,
{
"name" : "CRANEG_22_32MB",(3
"version-bootrom": "2020.04.08",
"flashes": [
{
"name": "external",
"port": "QSPI",
"flash": "QSPI_NOR_32MB_B64KB_S4KB_P256"
}
]
Irc
{
"name": "CRANEG_z2_32+8vg",@
"version-bootrom": "2020.04.08",
"flashes": [
{
"name": "external",
"port": "QsSPI",
"flash": "QSPI_NOR_32MB_B64KB_S4KB_P256"
by
{
"name": "internal",
"port": "ssp2",
"flash": "SPI_NOR_8MB_B64KB_S4KB_P256"
}
1
"Tayout": "CRANE_DUAL_FLASH_LAYOUT",
"fota": [
"system",
"system2"
1

18



The information of product

"name": "CRANEGM_AO_lGMB",c,
"product": "arom-tiny",
"version-bootrom": "2020.07.30"

"name": "CRANEGM_AQ_32Me",®
"product": "arom-tiny",
"version-bootrom": "2020.07.30",
"flashes": [
{

"name": "external",

"port": "QSPI",

"flash": "QSPI_NOR_32MB_B64KB_S4KB_P256"

CRANE_AO_08MB, QSPI flash is 8M,
QSPI_NOR_8MB_B64KB_S4KB_P256 as flash layout
CRANE_AO0_16MB, same as default parameters.
CRANE_AO0_16+8MB, has internal spi flash
CRANE_DUAL_FLASH_LAYOUT layout.
CRANEG_Z2_32MB, bootrom’s version is "2020.04.08"
CRANEGM_AOQ_16MB, bootrom’s version is "2020.07.30"

8M,

SO

SO

use

use

19



The information of product

1Bl AbootDownload (Version: 2020.09.25)

NASR Downi Release

Release products table

Custom Images table

Image id Patn

Figure 3.1. supported production list in release page

All supported flashes are defined in flash json.

[new version's directory]
}—config

flash

| MEM_SIMULATION_FLASH.json

| QSPI_NAND_128MB_B128KB_S128KB_P2KB.json
| QSPI_NAND_256MB_B128KB_S128KB_P2KB.json
| QSPI_NOR_16MB_B64KB_S4KB_P256.json

| QSPI_NOR_32MB_B64KB_S4KB_P256.json

| QSPI_NOR_8MB_B64KB_S4KB_P256.json

| SPI_NOR_8MB_B64KB_S4KB_P256.json

Key words for flash info:

Flash interface type :QSPI

Flash type: NAND/ NOR

Memory size: 128Mbytes /256Mbyes/16Mbyes/32Mbyes
Block size: 128Kbytes/ 64Kbytes

Sector size: 128Kbytes / 4Kbytes

Page size: 2Kbytes/ 256bytes

o

Select

20



The information of flash

3.2. The information of flash

If add a new flash. For example, GD25LQ128D, which is a norflash, memory size
is 16Mbytes, block size is 64Kbytes, sector size is 4Kbytes, page size is 256bytes,
add the new one in

config/flash/ QSPI_NOR_16MB_B64KB_S4KB_P256.json

Add the name/manufacturer/verdorld/deviceld of the flash in devices.
QSPI_NOR_16MB_B64KB_S4KB_P256.json.

{

"name": "QSPI_NOR_16MB_B64KB_S4KB_P256",

"type": "QSPI_NOR",

"minIoSize": 1,

"pagesize": 256,

"pebsize": "4KiB",

"sectorSize": "4KiB",

"blockSize": "64KiB",

"flashsize": "16MiB",

"erasedvalue": "OXFF",

"devices": [

{

"name": "FM25M4AA",
"manufacturer": "Dosilicon",
"vendorid": "OxF8",
"devicerd": "0x4218"

"name": "GD25LQ128D",
"manufacturer": "GigaDevice",
"vendorid": "Oxc8",
"devicerd": "0x6018"

"name": "DQ25Q128AL",
"manufacturer": "DouQiTech",
"vendorid": "Ox54",
"devicerd": "0x6018"

"name": "w25Q1283w",
"manufacturer": "winbond",

21



The information of images

"vendorid": "OxEF",
"devicerd": "0x6018"

1,

{
"name": "MX25U12835F",
"manufacturer": "Macronix",
"vendorid": "Oxc2",
"devicerd": "0x2538"

}

3.3. The information of images

+ CRANE_AO products :

input binary files read from images/2019.01.15, bootrom version is 2019.01.15
* CRANEG_Z2 products :

input binary files read from images/2020.04.08, bootrom version is 2020.04.08.
*+ CRANEM_AO products :

input binary files read from images/2020.07.30, bootrom version is 2020.07.30.
3.4. Binary files introduction:

+ preboot.bin:

Run in ATCM, initializes PMIC, initialize PSRAM. Preboot will be called when
burning program or booting.

» flasher.bin:

Run in ATCM, initializes flash in 4x quad mode and 104MHz, supply block erase
and 4x PP write flash functions. Only called when burning program.

* boot2.bin:

22



Binary files introduction:

Run in ATCM, initializes flash in 4x quad mode and 104MHz, supply 4x fast read
in LUT, enable XIP read. Only called when booting. Read partition table to BTCM,
read boot33.bin from bootload.ubi to PSRAM. Transfer control to boot33.

e boot33.bin:

Compiled independently. initialize flash XIP. run in PSRAM when booting, set mpu
for XIP flash, run seagull on XIP.

» seagull.bin:
The binary for CP. Compiled independently. Run on XIP.
» dsp.bin:
The binary for DSP. Compiled independently. Run on XIP.

Note:

1. preboot.bin, flasher.bin and boot2.bin must consistent to arom.bin. If
inconsistent, when burn program , kernel panic will be happen when call binary
compiled with wrong bootrom version.

2. if PSRAM initialization is not right, flasher.info is failed to be parsed when
downloading. It depends on the PSRAM code in preboot. Please check burn
log to know what psram type is used, winbond or AP, 8+8M or 16M. The info
is fused in block3’s bits 168~170.

3. flasher.bin only called when burning program, supply 4x quad mode write
fuction for fast download. Flasher.bin will not be used when booting.

4. flasher and boot2 use same flash driver in Qspi_nor_flash.c/
Qspi_nand_flash.c.

5. boot33 has own flash driver, if flash driver updated, need merge modification
to boot33 code.

images for each bootrom version.

[new version's directory]

=i mageso
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Binary files introduction:

“00 0

apn.bin

arom.bin
boot2.bin
boot33.bin
cp.bin

dsp.bin
flasher-jacana.bin
flasher.bin
jacana.bin
preboot.bin
pvt.bin
ReliableData.bin
rf.bin
updater.bin

-2019.01.150

boot2.bin
flasher.bin
fuse.bin
fuse.img
preboot.bin

L-2020.04.080

boot2.bin
flasher.bin
fuse.bin
preboot.bin

CRANEGM_A0_XXMB, bootrom’s version is "2020.07.30"
CRANE_AO0_XXMB, bootrom’s version is "2019.01.15"
CRANEG_Z2 XXMB, bootrom’s version is "2020.04.08"

Fuse bits for psram types:

» PSRAM Edition bank3 bit170
+ PSRAM Edition bank3 bit169
+ PSRAM Edition bank3 bit168

Psram types, bank3 bit[170~168]:

« AP 16MB : 000
* Winbond 16MB : 001

24



Binary files introduction:

AP 8MB+8MB : 010
Winbond 8MB+8MB : 100
AP 8MB : 101

Winbond 8MB : 110

.

Chips with different psram types. Code read psram type id form fuse bits:

» crane AO : psram type is AP 16MB.
» craneG Z2: psram type is AP 8MB+8MB.
* craneM a0: psram type is Winbond 8MB+8MB.

psram log shown when burm program mode.

17:20:18.669 <COM3> #=> [INFO: Psram ] PSRAM PHY frequency changed
to 78
17:20:18.669 <COM3> #=> [PRI : Psram ] [PSRAM]

psram_init_crane_aO."
17:20:18.670 <COM3> #=> [INFO: Psram
17:20:18.670 <COM3> #=> [INFO: Psram

17:20:18.670 <COM3> #=> [PRI : Psram

17:20:18.671 <COM3> #=> [PRI : Psram
17:20:18.728 <COM3> #=> [INFO: Psram
17:20:18.728 <COM3> #=> [INFO: Psram
17:20:18.729 <COM3> #=> [INFO: Psram
17:20:18.729 <COM3> #=> [INFO: Psram
17:20:18.729 <COM3> #=> [INFO: Psram
17:20:18.729 <COM3> #=> [INFO: Psram
reg[0xc0100004] = 0x7e080001

HAHHH AR R R R R BB R
Version ID : 0

AP 16ME®

No embedded flash.©
HHRBHHRAHBRAH RS R R HR A
HHRBHHRAHBRAH RS R R HR A
MP DEVICE

MR[2] VALUE = Ox5
HHRBHHRAHBRAHBRA AR SR H
mmap psram address spaces:

[N R Ry T T N AN N Y |

17:20:18.729 <COM3> #=> [INFO: Psram ] psram cache
enabled !!! :cache size=[128B], @[0xC0104000]=[0x000A3B11]
17:20:18.729 <COM3> #=> [INFO: Psram ] Do Globel Reset
17:20:18.729 <COM3> #=> [INFO: Psram ] Enable fast_miss_acc
17:20:18.729 <COM3> #=> [INFO: Psram ] RB: MROxX0_CSO:
@[0xCc0108034]=[0x00000000]

17:20:18.729 <COM3> #=> [INFO: Psram ] RB: MROxX0_CSO:
@[0xCc0108038]=[0x8D138D13]

17:20:18.729 <COM3> #=> [INFO: Psram ] RB: MROxX0_CS1:
@[0xC0108034]=[0x00800000]

17:20:18.729 <COM3> #=> [INFO: Psram ] RB: MROX0_CS1:
@[0xCc0108038]=[0x8D138D13]

17:20:18.729 <COM3> #=> [INFO: Psram ] RB: MROx1_CSO:

@[0xC0108034]=[0x00000001]




Binary files introduction:

17:20:18.729 <COM3> #=> [INFO: Psram ] RB: MROx1_CSO:
@[0xCc0108038]=[0x958D958D]

17:20:18.729 <COM3> #=> [INFO: Psram ] RB: MROx1_CS1:
@[0xCc0108034]=[0x00800001]

17:20:18.729 <COM3> #=> [INFO: Psram ] RB: MROx1_CS1:
@[0xCc0108038]=[0x958D958D]

17:20:18.729 <COM3> #=> [INFO: Psram ] PSRAM PHY frequency changed
to 175

© chipis crane AQ, psram driver use the one for crane AO. crane and craneG’s
psram driver is different.
® psram type is AP 16MB, read from fuse bits[170~168] in bank3.

©® no 8M SPI flash in craneAO, read from fuse bit[28] in bankO.
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Generate release package

Two methods are supplied to generate release package:

1. Arelease.exe(Cmdline)

2. Aboot.exe(GUI)

4.1. Arelease.exe

In cmdline mode, enter Arelease.exe in windows’s cmd.exe, the help information
is shown as below:

execute arelease.exe in windows’s cmd.exe.

aboot-t001s5-2020.09.25-win-x64>arelease.exe
Asrmicro Aboot Release Application.

Generate release package for designated product.

Usage: arelease.exe [OPTION]... [FILE]
-h, --help Display this help and exit
-c, --config=config Products base config directory
omit for current directory

-I, --image-base=base Images base directory
-k, --keygen Generate security keys

--key-alg=alg Key algorithm: 'rsa' (default), 'ecdsa'
-1, --Tist List all supported products
-g, --generate Generate release package

--erase-all Add erase all command before any flash

operations
--erase-all-only oOnly execute erase all command
--fuse-only only generate fuse commands
--upload-only only generate upload commands
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Arelease.exe

-p, --product=product Select which product to generate
-v, --variant=variant Select product variant
-i, --images=images Set image path for image id
E.X. -1 seagull=seagull.bin,msa=msa.bin
[FILE] The option FILE designated the output filename
if not designated, will use $product.zip as
default
Example:
arelease.exe -c . -k --key-alg=rsa
arelease.exe -c . -1@

arelease.exe -c . -g -p ASR_CRANE_EVB -v CRANE_AQO_16MB

arelease.exe -c . -g --erase-all -p ASR_CRANE_EVB -v CRANE_AO_16MB
arelease.exe -c . -g --erase-all-only -p ASR_CRANE_EVB -v
CRANE_AQO_16MB

arelease.exe -c . -g --fuse-only -p ASR_CRANE_EVB -v CRANE_AO_16MB
arelease.exe -c . -g --upload-only -p ASR_CRANE_EVB -v CRANE_AQ_16MB
arelease.exe -c -g -p ASR_CRANE_EVB -v CRANE_AQO_16MB

ASR_CRANE_EVB. zip®
arelease.exe -c config -I images -g -p ASR_CRANE_EVB -v CRANE_AOQ_16MB

1) Get products list

execute arelease.exe -l in windows’s cmd.exe.

aboot-t0015-2020.09.25-win-x64>arelease.exe -1

Parsing command line paramters

Finished parsing command Tine paramters.

Supported product Tist:

ORDER PRODUCT VARIANT

ASR_CRANE_EVB
CRANEGM_AOQ_16MB
CRANEGM_AQ_32MB
CRANEG_Z2_16+8MB
CRANEG_Z2_32+8MB
CRANEG_Z2_32MB
CRANE_AQ_08MB
CRANE_AO_16+8MB

CRANE_AO_16MB@
CRANE_AO_32MB
ASR_JACANA_EVB
.0 JACANA_EVB

P PR OO O OO OO OO OO oo
0 N OV A WN RO

2) Generate release package with default name
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If add -q, the arelease.exe will exit automatically after process is completed.

execute arelease.exe with -q in windows’s cmd.exe.

aboot-t0015-2020.09.25-win-x64> arelease.exe -c . -q -g -p ASR_CRANE_EVB
-v CRANE_A0_16MB ASR_CRANE_EVB.zip

Parsing command line paramters ...
Release package file name is "ASR_CRANE_EVB.zip"
Finished parsing command 1line paramters.
Processing all images needed ...
Generating fip image "preboot" with id "preboot.img"
Opening image "preboot_bin" from "u:\0Oaboot\aboot-tools-2020.09.25-
win-x64\images\2019.01.15\preboot.bin" ...
Done.
Done.
Generating fip image "flasher" with id "flasher.img"
Opening image "flasher_bin" from "u:\0Oaboot\aboot-tools-2020.09.25-
win-x64\images\2019.01.15\flasher.bin" ...
Done.
Done.
Generating finf image "flashinfo" with id "flashinfo.bin"
Done.
Opening image "rd" from "u:\0Oaboot\aboot-tool1s-2020.09.25-win-
x64\images\ReliableData.bin"
Done.
Opening image "apn" from "u:\0Oaboot\aboot-tool1s-2020.09.25-win-
x64\images\apn.bin" ...
Done.
Opening image "cp" from "u:\0Oaboot\aboot-tool1s-2020.09.25-win-
x64\images\cp.bin" ...
Done.
Opening image "dsp" from "u:\0Oaboot\aboot-too1s-2020.09.25-win-
x64\images\dsp.bin"
Done.
Opening image "rfbin" from "U:\0Oaboot\aboot-tools-2020.09.25-win-
x64\images\rf.bin" ...
Done.
Opening image "updater" from "U:\0Oaboot\aboot-tools-2020.09.25-win-
x64\images\updater.bin" ...
Done.
Generating fip image "fwcerts" with id "fwcerts.bin"
Using already opened/generated image "cp" with id "cp.bin"
Done.
Using already opened/generated image "dsp" with id "dsp.bin" ...
Done.
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Done.
Generating aptb image "partition" with id "partition.bin" ...
Done.
Generating ubi image "bootloader" with id "bootloader.ubi" ...
Using already opened/generated image "flashinfo" with id
"flashinfo.bin" ...
Done.
Using already opened/generated image "partition" with id
"partition.bin" ...
Done.
Using already opened/generated image "preboot" with id
"preboot.img" ...
Done.
Generating fip image "bootloader_img" with id "bootloader.img"
Oopening image "boot2_bin" from "u:\00aboot\aboot-tools-2020.09.25-
win-x64\images\2019.01.15\boot2.bin"
Done.
Generating 1zma image "boot33_Tzma" with id "boot33.1zma" ...
Opening image "boot33" from "u:\00aboot\aboot-tools-2020.09.25-
win-x64\images\boot33.bin"
Done.
Done.
Done.
Done.
Generating fota images ...
Generating group image "system" with id "system.img"
Using already opened/generated image "partition" with id
"partition.bin" ...
Done.
Using already opened/generated image "fwcerts" with id
"fwcerts.bin" ...
Done.
Using already opened/generated image "rd" with id
"ReliableData.bin"
Done.
Using already opened/generated image
Done.
Using already opened/generated image "cp" with id "cp.bin"
Done.
Using already opened/generated image "dsp" with id "dsp.bin"
Done.
Using already opened/generated image "rfbin" with id "rf.bin"
Done.
Done.
Done.
Done.

"apn" with id "apn.bin"
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Calculating total progress weight

Done.

Generating download commands

Done.

Generating target release package

Done.

Release package generated successfully!

4.2. Aboot.exe

In GUI mode, release page supplys the function to generate release package.

1) Get products list

B AbootDownload (Version: 2020.09.25) i — — | = | E e

‘ I

Release products table

Outfie Package status

Select

Custom Images table

[ Image id

Figure 4.1. Aboot’s Release page
2) Select products

User can select one or more products to create release zip file.




Aboot.exe

B AbootDownload (Version: 2020.09.2

ALSR

Release products table

Package stalus

Custom Images table

Figure 4.2. select the products for crane A0_16M

3) Click Release Button

When aboot engine is generating a release product, status is shown as
Generating.

Release button is disabled till all the products' package are finished.

In log console, user can see the path of input binary files:

preboot.bin/flasher.bin/boot33.bin/seagall.bin/msa.bin.

It is good to confirm path for each binary file.

8 Fosoioowriosd VamRR SEaa0RE]

LSR

Release products table

Package status

ASR_CRANE_EVB_CRANE_A0_16MB 2i

Custom Images table

00aboot \aboot - tool s -2020. n-x64\inages\boot33. bi

Figure 4.3. generating zip for crane A0_16M
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How to change custom images

If a product’'s package is finished, it is unselected automatically. Output file and
status are shown as below:

Release products table

Release >

Custom Images table

10

133 bi

P e

Figure 4.4. packages are released

4) Check the release package under [new version’s directory].

[new version's directory]\ASR_CRANE_EVB_CRANE_AQO_16MB.z1ip

4.3. How to change custom images

Custom images includes: boot33.bin, cp.bin, dsp.bin, rf.bin. When release
pacakge, the files are input from images folder defaultly, shown as below:

Figure 4.5. custom images table

User can change the input source for a custom image. eg: boot33.bin
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How to change custom images

+ select a product type
+ select a image id

+ click the hand magnifier Button to update boot33 path.

Figure 4.6. change boot33 input path

Figure 4.7. boot33 input from user own folder

« If user wants to use default patch, click default button.

The selected new path will be recorded in tool code no
@ matter switch Ul pages from release page to burn page.
So user should confirm the path of files before release
package. If aboot tool is closed, file path will use default

one next time.

If 4 files are input from user own folder, user can check the path from log console
when generating release pacakge.
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How to change custom images

5 X 5 CRANE_A0_08MB -
6 ASR_CRANE_EVB  CRANE_AQ_16+8MB

7 ASR_CRANE_EVB  CRANE_AO_16MB lASR_C RANE_EVB_CRANE_A0_16MB.zip I

8 ASR_CRANE_EVB  CRANE_A0_32MB

9 ASR_JACANA_EVB  JACANA_EVB -

Remote Package Type:
Release >
Normal

Custom Images table

Image id Path Select

boot33 u /_cutom_i bin Default

o U\00aboojnew_cutom_images\p.bin Default
u /_cutom_i bin Default
U:\00abooinew_cutom_images\f bin Default

Lr]  SRRUINE AmUBS RN T U UL WVGLUUS VUL SUVES EVAVEUZ LS WA AV LA Wt wan

[7] Done.
[7] Opening image "cp” from "U:\e@abootfnew_cutom_images\cp.bin"
[7] Done.
[7] Opening image "dsp" from "U:\@@aboof\new_cutom_images\dsp.bin" ...
[7] Done.

|| 7] Opening image "rfbin" from "U:\eeabfot\neu_cuton_inages\rf.bin"
[7] Done.

[7] Opening image “"updater” from "U:\@@aboot\aboot-tools-2020.89.25-win-x64\images\updater.bin" ...

Figure 4.8. 4 files are input from user own folder
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5

Burn program mode

5.1. Enter burn program mode normally

Press USB_DOWNLOAD or UART_DOWNLOAD key, not release, meanwhile
power on or reset board. The board will enter burn program mode.

5.2. Enter burn program mode via XDB(crane Z1)

Enter burn program mode via XDB at first time only for crane Z1, other chip no
need.

Prepare for entering burn program mode at first time, please connect XDB
tool to target by JTAG. Arom.bin will be burned in flash. Run the arom.bin to
enter downloading mode. If arom.bin exists and no need to be updated, use
USB_DOWNLOAD/UART_DOWNLOAD key + RST key to enter downloading
mode. If arom.bin is updated, please use XDB tool to burn new arom.bin again.

Ensure XDB exe is installed in your WINPC. Install link:

\\fileserver\public-share\USER\xdb w_XDB_u_5.7.039.exe

Copy \\sh2-filer02\Release\LTE\Crane\Tools\[lastest release version] to your
WINPC.

Suppose it is named as \\YourAbootToolFolder in the document.
5.2.1. Burn Steps via XDB

Enter directory \\YourAbootToolFolder\Z1_Only.
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Burn Steps via XDB

Files under the folder:

+ ASR_CRANE_Z1 _EVB_xxxxx_AROM_ONLY.zip: used to write arom binary in
512K on Z1 board. It need to be done after erase all on Z1.

+ ASR_CRANE_Z1_EVB_ xxxxx _UPGRADE_FROM_xxxx-x-xx.zip: used to
upgrade Z1 board from latest version to new version.

« arom.bin: xdb will burn it in flash. bootloader.ubi is consistent with the arom.bin.
+ config_board.xdb: configuration for XDB.

» crane_download_cr5.xsf: double click it to start XDB tool.

» AMBEE (D) » xdbpatch »|AUKAUelidnZl Only »
S
s E®

[ aromubin

B ASR_CRANE Z1_EVB_GD251Q128D_AROM_ONLY.zip

B ASR_CRANE 71 EVB_GD251Q128D_UPGRADE_FROM_2018-12-06.7ip
B ASR_CRANE 71 FIH_GD25L.G256C_ AROM ONLY.zip

Figure 5.1. Z1_only file list

Double click crane_download_cr5.xsf to start XDB, do not click the “Start”
button at once.
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Burn Steps via XDB

Marvell Multi Core Debugger - Startup

~ Project Start

MNew Settings Biowse I Fiun Autosave file

Cancel

»

[Common Settings]
Interactive mode ¥
Target: JTAG CS/C5/DSP
Synchronization: Simulation
Working Directory

Batch File: config_board.xdb

CS -.TAG]

NOT CONMECTED

[CS -JTAG]

Target Connection: ush:

UTAG Device: MarvellR) JTAG Cable
Scarchain: NEZHAZ

TCK owenarite: 1.00MHz
HOTDEBUG

m

[DSF - JTAG]
NOT CONMECTED

[Plug-inz]

Camman Plugins:
<nongr

CS Pluginz:

- FLASHW.DLL

CS Plugins
<honer

D5F Plugine:

<none> | JTAG Secan

— About .. |

Figure 5.2. XDB startup

Press USB_DOWNLOAD or UART_DOWNLOAD key in the EVB board and not
release, then click Start button to start XDB, the board will enter the selected burn
program mode after a while.

u_l_ |

& oNigos

Figure 5.3. USB/UART download key on board
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Burn Steps via XDB

When the USB-to-Serial com is found in device manager. Then the device had
been entered into the downloading mode.

4 pEeEE
I EBfEN) =B EEIH)
&= 5| i<l

4 = wenhu
» < DVD/CD-ROM E3hgE
> g IDE ATA/ATAPI #5158
s
by EEIERIE
T Er oo ) T
.5 ASR Modem Device (COM19)

? Silicon Labs CP210x USB to UART Bridge (COM21)
-1 EfEE0 (CoM1)

> HHEE,

WS-

} o B

> U AEFEARE

o EE. WA
> BRI RS

o § EESTEEREIE

> PSR

:> M EmieE

Figure 5.4. USB serial line shown when in burn program mode
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Burn Steps via XDB

@, Marvell Multi Core Debugger [crane_download_cr5.xsf] - Assembler [CS:2]: 0xD1020000 [SYS(11) LE]

File Display Run Debug Language Options Window Help
b i T EFFRF ol | Q@ Mt d TR
=R R AR WIERE - AU NG - ARG

new control time: 200 ms

start DOWHLOAD of “"arom.bin®

LOAD completed: 91412 Bytes sent in 3.089 sec. (28.899 Kbvtes-=).
SYSREG{cp=sr) [ in =vstem register CPSE ] : 0=x3F [REGISTERS 2]
SYSREG{cp=sr) [ in =vstem register CPSE ] : 0=xDF [REGISTERS 2]
=db R:

F]

For Help, Press F1 [00] 0xD1020:000

&}, Command Qo=
take project setting "C:“Harwvell~EDBS . 7~zdbstartup. =db"

take autosavefile: "

talke initial batchiile: "config_board.zdb"

Figure 5.5. XDB window shown when in burn program mode

EP COM21 - PuTTY E— - — R e R

Figure 5.6. putty trace shown when in burn program mode
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Burn package to target

The image package(zip file) is generated by aboot.exe or arelease.exe. User will
use the zip file to burn images to flash of board.

6.1. Download release package by USB
Two methods are supplied to burn image package:

1. Adownload.exe(Cmdline)

2. Aboot.exe(GUI)

6.2. Adownload.exe

In cmdline mode, enter adownload.exe in windows’s cmd.exe, the help
information is shown as below:

execute adownload.exe in windows’s cmd.exe.

aboot-t001s5-2020.09.25-win-x64>adownload.exe
Asrmicro aboot download console application.

Download release package FILE to boards.

Usage: adownload.exe [OPTION]... [FILE]
-h, --help Display this help and exit
-p, --port=port Use named serial ports separate with comma
-a, --auto-enable Oor auto enable arom usb ports device@
-u, --usb-only Use arom usb ports only
-d, --dump-enable Enable dump download protocol packet
-s, --speed=speed Use given speed for serial communication
--baud=speed Supported baud rates:
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(115200, 230400, 460800, 921600, 1842000,

3686400)

-m, --production Running in mass prodcution mode, default
is upgrade mode

-f, --at-fallback Send AT cmd to fallback to download mode

-r, --reboot Reboot device after finished

-q, --quit Quit application after any port finished®
Example:

adownload.exe -p CoM1l,COM2 -s 115200 aboot.zip

adownTload.exe -u -a -s 115200 aboot.zipe,
adownTload.exe -p COM1 -a -s 115200 aboot.zip

© adownload example for burn normal images. It is good to add -q.
Download images and burn to flash.

Command:
adownload.exe -q -u -a -s 115200 aboot.zip

g -q: quit application after any port finished.

6.3. Aboot.exe

GUI application if windows.

met problem when open Aboot.exe. It may show black
and exit automatically. If user meet the same problem,
copy libEGL.dIl and libGLESv2.dll from child folder
swiftshader to the folder which adownload.exe is in.

@ If Some PC’s graphics card on PC is too old, they may

software graphics driver files.

[new version's directory]
| aboot.exe

| adownload.exe

| arelease.exe
f—swiftshader

| 1ibeGL.d11@
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Aboot.exe

| 1ibGLESV2.d110

© [IibEGL.dII: sofware graphics drivers
® IibGLESv2.dIl: sofware graphics drivers
Download Steps:

1) Start exe

Double click \\YourAbootToolFolder\Aboot.exe on your win pc. A burn page will
be shown.

There are some input options:
* Release package:

Need select a released packaged zip file from \\YourAbootToolFolder\. It can be
a normal zip(eg: ASR_CRANE_EVB_CRANE_AO_16MB.zip) or erase-all/fuse/
upload image zip(refer to other chapters), depend on your target.

¢ Production mode:

Checkbox is checked: burn program in production mode. Display log is disabled.

Checkbox is unchecked: burn program in development mode. Display log is
enabled.

* save log:

Only enabled in develpment mode.

Checkbox is checked: dump log will be saved to aboot.log.

Checkbox is unchecked: no log file.

» Display log:
Only enabled in develpment mode.
Checkbox is checked: after click "Start >", the burning logs are printed.

Checkbox is unchecked: no log.

» USB device only:
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Checkbox is checked: only USB COMs are shown.

Checkbox is unchecked: USB and UART COMS are all shown.
» Auto enable for USB:

Checkbox is checked: the USB COMs is enabled to burn program automatically
after click "Start >".

Checkbox is unchecked: USB COMs or UART COMs need be enabled by click
button manually.

« AT fallback

Checkbox is checked: after click Start button, tool will send AT command to the
board which already booted successfully. It realizes thart board can enter burn
program mode remotely.

Checkbox is unchecked: must press USB_DOWNLOAD or UART_DOWNLOAD
key, not release, meanwhile power on or reset board locally. Then board will enter
burn program mode.

* Reboot

Checkbox is checked: has reboot fucntion. If burn program process is finished,
board automatically reboot, board will boot in normal mode.

Checkbox is unchecked: no reboot function.
» Baud rate:

It is used for burn program by UART. By default , it is 115200bps. Max rate is
1842000bps for uart.

It is not used for burn program by USB. It is automatically adjusted.

W AbootDonniosd (Verson: 20200925) =)
EE
vag: [ bora a =

Figure 6.1. Aboot.exe’s input and checkboxes in Burn page

2) Select a package
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click the hand magnifier to select a package zip file.

3) Enable development/pro

duction mode

3.1) Enable development mode (developer need)

After select a package file,

development mode is enabled defaultly.

Partition Table and Download command table from the package are shown as

below.

18 AbcotDownlosd (Version: 20200825

| ASR

 can be selectéd

° disabled

| IHEHHEHEHHHH

Start >

Figure 6.2. development mode

* The images are grouped. select/unselect one command, others with the same

group id will be selected

/unselected too.

» Commands with group id=0(grey selection box without tick) will be forced to

execute.

+ Commands with blue selection box. They are selected defaultly, means

that commands will be
manually.

executed defaultly. They can be unselected by user
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+ Commands with white selection box. They are not be executed defaultly. They
can be unselected by user manually. eg: NVM partition is disabled defaultly.
CP saves lasting nvm files which has information about configuration in NVM
partition. So user should not erase NVM every time. Nvm only should be
erased when burn program in factory in production mode or NVM partition is
destructed by other problem in develpment mode. After NVM is erased, the
nvm files will be recovered by reliable data in Rd partition.

+ Commands with grey selection box without tick, they are forced to be disabled.
factory_a and factory_b is written in factory by calibration tool. They cannot
never be erased by developer.

3.2) Enable production mode (factory need)

In production mode, download command table cannot be selected. All commands
need to be executed. The log will not be printed out. Production burn program only
can be executed in factory before calibration. It erase the factory_a and factory b
partitions which used for save calibration data.

1B AbootDownload (Version: 202009251}

| ASR

Figure 6.3. production mode
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4) Start Aboot engine

Click Start > button, Aboot engine will start.

20200925)

Figure 6.4. start Aboot engine

If board is not in USB download mode (no AT command or key pressed), the
screen is shown like below.

Figure 6.5. Aboot engine is started without USB download mode
5) Set target in USB burn program mode

If target is in USB burn program mode via XDB or press USB_DOWNLOAD key
+ RST key or AT fallback box is checked, the USB ACM com will be found in
device manager and the USB com will be shown in Aboot download screen.
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v =)
TR BEA) =BV EEH)
& | F HEl &

4 1= wenhu |
4 l—LJI DVD/CD-ROM ERIZE
b IDE ATA/ATAPI 555152
b RESIRINE
477 0 (COM A LPT)
o ASR Serial Download Device (COM3)
ilicon Labs to ridge M12)
T EEED (CoMI)
> -1 SHEH]
b W s
by AEEAEE
b EE. ST
b P SFnEEsHaE
b § EASTRERE
b AR
| , N =g
b SRS

Figure 6.6. target enter USB download mode

Since Auto enable for USB is enabled. If target connects in USB burn program
mode, Aboot engine will enable USB port to execute commands for burn images.
Progress bar value begins from 0% to 100%, show as below:

+ Status is connecting, progress bar value is 0%.
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Aboot.exe

| U:\OOaboot\aboot-tools-2020.09 25-W\n-x64|ASR70RANEiEVBicRANEiAOJBMB zwpl

L Save Training Order | < Back

2| coms

Figure 6.7. status is connecting

+ Status is running, progress bar value is 2%.

U:\00aboot\aboot-tools-2020.09.25-win-x64\ASR_CRANE_EVB_CRANE_AQ_16MB.zip

P

Figure 6.8. status is running, process is 2%

» Status is succeeded, progress bar value is 100%. Download finished.
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Aboot.exe

PN

U:\00aboot\aboot-tools-2020.09.25-win-x64\ASR_CRANE_EVB_CRANE_A0_16MB.zip

2| coms

O =53] (O]

Figure 6.9. status is completed, process is 100%

6) Save training order

N

save training order is neccessary when downloading
serveral devices with production mode in factory.

If factory customer wants to save the training order for all connected usb ports.
click "Save Training Order" button after download process is completed.
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Bl AbootDownload (Version: 2020.09.25)

e ®
LSRR Download
(
U:\00aboot\aboot-tools-2020.09.25-win-x64\ASR_CRANE_EVB_CRANE_A0_16MB.zip
Q| () o E=N @
O R o [F==m) ©
A emeEn © @ % | ASR Serial Download Device (COMS) tt 52| ASR Serial Download Device (COM3) Bt
RO BEA) EBEY) R w0 WORE s | rane | eewE LT AT AR T )
L ANoliEIN 2 No T T [ ]
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o s b o
o EERDE . N
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Y§ ASR Serial Download Devicd (COMS)
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Figure 6.10. save training order

A json file named training.json will be written in the tool’s folder. For example:

training.json.
[

{
"locationInfo": "Port_#0003.Hub_#0006",
"order": 1

Iy

{
"locationInfo": "Port_#0004.Hub_#0005",
"order": 2

}

If training.json exists, tool will read the training orders from json file when tool is

openned. The order of usb port’s com is fixed each time, same as the order saved
in training.json.

It is useful when downloading with several usb devices in factory.
6.4. Download release package by UART

« If download via UART, uncheck USB device only button.
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1B AbootDowniosd (Version: 2020,09.25)

-
o

2510 4ASR_CRAN ANEG_22_3218 a8 Start >

Figure 6.11. uncheck USB device only button

» press UART_DOWND key + RST key, target enters UART downloading mode.

£ REEES
MHHF) BN EEV)  2EH)
e | @ HE
s wenhu
>4 DVD/CD-ROM ¥
> IDE ATA/ATAPI 5158
> [ aeEsE
o BEEEHE
;7 &0 (COM #I LPT)

----- "} Silicon Labs CP210x USE to UART Bridge (COMA4T) I
-5 BEEl (COMI)

> {8 THES,
4 [y HftigE
[k PO EEERRIE
> O ANEFEANEE
o FE. MRS
- EiEfmEsEE
o § EESOAERHE
o P PSR
oM EHE
o W SIS

(=[O /=)

Figure 6.12. UART-to-Serial com

+ Click Start > button, find COMA47 in device manager. Click 0|COM47 to enable
Aboot engine for com47.
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& AbootDownload

NSR

0] comt 0] Com47
click the button to enable

download process

Download

L, Save Training Order

starting aboot engine...
extracting download.json (1 K
Starting 1lwIP, IPv4 disable
@: NPF_{40293d98-f843-11e7-848b-56eabfc3c527}

Desc: “Asrmicro Aboot Virtual Adapter”
Using adapter_num: &

Using adapter: "Asrmicro Aboot Virtual Adapter”
1p6 linklocal address: FES@::241:3AFF:FES2:B6D

<COMAT> new device arrived.

Figure 6.13. UART serial com shown in UART burning program mode

[= AbootDownload

£LSR

Download

L. Save Training Order

1| COMAT 0| comt
- RUNNIN

<COM47> finished. total time: @.159s B

<COM4T> target reported max dounload size of 32768 bytes
<COMA7> extracting partition.bin (1 KB)...
<COM4T> processing command [partition partition.bin]
<COM4T> sending ‘partition.bin’ (1 KB)
<COMA7> OKAY [ 8.248s]
<coma iiogenaniisl

<COMaR #=> ptn @ name='bootloader’ Start-00008000 size-00020000 type-ubi
<CoMdR #=> ptn 1 nam certs' start-002e0080 5ize-08920060 typ
<coma ptn 2 name='seagull’ start-0016000 size-90a00060 type=raw
<COMAR #=> pTn 3 name='msa’ sTart-00beeeE size-08100009 ty
<COMAF #=> ptn 4 name='empty’ start=pOcoBE0d size=08408000 typesraw
<COM47> (flasher) parse partition table successfully.

<COM47> OKAY [ @.0795]

<COM47> finished. total time: ©.319s

<COM4T> target reported max dounload size of 32768 bytes

4COMATS extracting hontlaader uhi (59 KR) h¢

Figure 6.14. burning program with UART
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ORI X — 100%2| ([svecezoe0
r = - | isr_stacl - -

: :

:

1024 ( 208) | @ FFFF -
15 168 ( 128) | @
o7, 100201c
4 exd1ee7afs
@xd166865C

18592 ( 4752)

1 finished. total tis 9.825¢

2,825
ce status changed to fSUCCEEDED"

Figure 6.15. burn program finished witch UART

6.5. Trace for burn program

Burn program trace.

17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:

20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:

12
12
12
12
12
13
13
13
13

.933
.933
.933
.933
.933
.025
.025
.025
.025
17.
17.
17.
17.
17.
17.
17.
17.
18.
18.
18.
18.
18.
18.
18.

152
152
192
264
264
264
264
264
211
269
269
269
269
269
269

starting aboot download engine...

extracting download.json (2 KB)...

downToad engine running in upgrade mode!

aboot download engine started successfully.
getting serial devices Tist...

<COM8> new device arrived.

enabling device <COM8> into downloading mode...
device <COM8> enabled successfully.

connecting to serial device <COM8>...

Open (SetCommState): Access denied

connected to serial device <COM8> failed!
<CoM8> device offlined

<COM3> device onlined

connecting to serial device <COM3>...

<COM3> connected to serial device <COM3> successfully!
<COM3> starting to fire device <COM3>...

<COM3> device <COM3> fired successfully.

<COM3> device <COM3> 1is ready to be enabled manually
<COM3> processing command [get bootrom info]

<COM3> processing command [require product arom|arom-tiny]

<CoM3> cChecking product

<COM3> OKAY [ 0.005s]

<COM3> processing command [require version 0.5]
<CoM3> cChecking version
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17:20:18.269 <COM3> OKAY [ 0.006s]
17:20:18.269 <COM3> processing command [require version-bootrom

2019.01.15]0

17:20:18.269 <CoM3> cChecking version-bootrom

17:20:18.270 <COM3> OKAY [ 0.006s]

17:20:18.270 <COM3> processing command [progress weight 10398823]
17:20:18.270 <COM3> setting total progress

17:20:18.270 <COM3> OKAY [ 0.005s]

17:20:18.271 <CoM3> target reported max download size of 64768 bytes
17:20:18.271 <CoM3> extracting preboot.img (17 KB)...

17:20:18.272 <CoM3> processing command [call preboot.img]e)

17:20:18.272 <CcoM3> Sending 'preboot.img' (17 KB)

17:20:18.419 <coM3> OKAY [ 0.147s]

17:20:18.419 <com3> verifying

17:20:18.648 <COM3> OKAY [ 0.229s]

17:20:18.648 <CcomM3> calling

17:20:18.652 <COM3> #=> [PRI : Preboot ] Executing preboot
application...

17:20:18.653 <COM3> #=> [PRI : Preboot ] Preboot version: 2020.09.22

17:20:18.655 <COM3> #=> [INFO: Preboot ] fuse: sbhe = 0,
sys_boot_ctr1=0x8001

17:20:18.655 <COM3> #=> [PRI : Preboot ] ### Non-trusted boot mode.
###

17:20:18.656 <COM3> #=> [INFO: Preboot ] usb phy reg 28 0x1811 ->
0x3811

17:20:18.657 <COM3> #=> [PRI : Preboot

17:20:18.658 <COM3> #=> [INFO: Preboot

17:20:18.659 <COM3> #=> [INFO: Preboot

17:20:18.660 <COM3> #=> [INFO: Preboot ]
PM813_PRE_CHARGE_CURRENT_SETTING_REG: [0x21] = Oxf

17:20:18.662 <COM3> #=> [INFO: Preboot ] PMIC watchdog is disabled

17:20:18.663 <COM3> #=> [tRI : Preboot ] power_up_reason=0x40.

17:20:18.663 <COM3> #=> [INFO: Preboot ] Disable PMIC fault wakeup.

17:20:18.665 <COM3> #=> [INFO: Preboot ] CRANE: set PM813_DVC_SET_REG
= 0x0, set bit7 to 0.

17:20:18.667 <COM3> #=> [INFO: Preboot ] CRANE: set cpu core voltage
PM813_BUCK_VOLTAGE_SET_REG = Oxa4

17:20:18.668 <COM3> #=> [INFO: Preboot ] Freq change done: CR5 416MHz
-> 624MHz, AXI 156MHz -> 208MHZz

17:20:18.669 <COM3> #=> [INFO: Psram ] PSRAM PHY frequency changed
to 78

17:20:18.669 <COM3> #=> [PRI : Psram

17:20:18.670 <COM3> #=> [INFO: Psram

17:20:18.670 <COM3> #=> [INFO: Psram

17:20:18.670 <COM3> #=> [PRI : Psram

Found PMIC with Id: O0x3b
Disabling PMIC watchdog
set prcharge current to 150mA

—_

[PSRAM] psram_init_crane_a0.
BHHBHARHHBHHRHHBH AR AR HA
version ID : 0

AP 16MB

—
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17:20:18.671 <COM3> #=> [PRI : Psram ] No embedded flash.
17:20:18.728 <COM3> #=> [INFO: Psram 1 HBHHHAAHRHHHHRRH AR H A
17:20:18.728 <COM3> #=> [INFO: Psram 1 HBHHHAAHRHHHHRRH AR H A
17:20:18.729 <COM3> #=> [INFO: Psram ] MP DEVICE
17:20:18.729 <COM3> #=> [INFO: Psram ] MR[2] VALUE = 0x5
17:20:18.729 <COM3> #=> [INFO: Psram 1 HBHHHAAHRHHHHRRH AR H A
17:20:18.729 <COM3> #=> [INFO: Psram ] mmap psram address spaces:
reg[0xc0100004] = 0x7e080001
17:20:18.729 <COM3> #=> [INFO: Psram ] psram cache

enabled !!! :cache size=[128B], @[0xC0104000]=[0x000A3B11]
17:20:18.729 <COM3> #=> [INFO: Psram ] Do Globel Reset
17:20:18.729 <COM3> #=> [INFO: Psram ] Enable fast_miss_acc
17:20:18.729 <COM3> #=> [INFO: Psram ] RB: MROx0_CSO:
@[0xCc0108034]1=[0x00000000]
17:20:18.729 <COM3> #=> [INFO: Psram ] RB: MROx0_CSO:
@[0xCc0108038]=[0x8D138D13]
17:20:18.729 <COM3> #=> [INFO: Psram ] RB: MROX0_CS1:
@[0xCc0108034]1=[0x00800000]
17:20:18.729 <COM3> #=> [INFO: Psram ] RB: MROX0_CS1:
@[0xCc0108038]=[0x8D138D13]
17:20:18.729 <COM3> #=> [INFO: Psram ] RB: MROx1_CSO:
@[0xCc0108034]1=[0x00000001]
17:20:18.729 <COM3> #=> [INFO: Psram ] RB: MROx1_CSO:
@[0xCc0108038]=[0x958D958D]
17:20:18.729 <COM3> #=> [INFO: Psram ] RB: MROx1_CS1:
@[0xCc0108034]1=[0x00800001]
17:20:18.729 <COM3> #=> [INFO: Psram ] RB: MROx1_CS1:
@[0xCc0108038]=[0x958D958D]
17:20:18.729 <COM3> #=> [INFO: Psram ] PSRAM PHY frequency changed
to 175
17:20:18.729 <COM3> #=> [INFO: Preboot ] set fip image Toad address

spaces to 0x7e000000
17:20:18.729 <COM3>
17:20:18.729 <COM3>
17:20:18.729 <COM3>
17:20:18.730 <COM3>
17:20:18.730 <COM3>
17:20:18.875 <COM3>
17:20:18.875 <COM3>
17:20:19.037 <COM3>
17:20:19.037 <COM3>

17:20:19.039
17:20:19.040
17:20:19.041
17:20:19.042

verifying

calling

<COM3>
<COM3>
<COM3>
<COM3>

OKAY [ 0.033s]
target reported max download size of 64768 bytes
extracting flasher.img (33 KB)...

processing command [call flasher.img]

Sending 'flasher.img' (33 KB)

OKAY [ 0.186s]

OKAY [ 0.162s]

#=> Flasher version:
#=> (monitor_thread) monitor thread started
OKAY [ 0.005s]

#=> Executing flasher app1icat10n...€,

2020.09.22

58



Trace for burn program

17:20:19.046 <COM3> target reported max download size of 1835008 bytes
17:20:19.047 <coM3> extracting flashinfo.bin (936 Bytes)...
17:20:19.048 <CoM3> processing command [partition flashinfo.bin]
17:20:19.048 <com3> sSending 'flashinfo.bin' (0 KB)

17:20:19.060 <COM3> OKAY [ 0.012s]

17:20:19.061 <COM3> setting partition

17:20:19.063 <COM3> #=> QSPI clock configured at 104 MHz

17:20:19.064 <COM3> #=> Manufacturer ID: OxC8, Device ID: 0x6018
17:20:19.065 <COM3> #=> Found a known spi flash device "GD25LQ128D"
17:20:19.065 <CoM3> #=> qspi flash, cancel_block_protected: status2 =
0x2, statusl = 0x0

17:20:19.066 <COM3> OKAY [ 0.006s]

17:20:19.071 <coM3> target reported max download size of 1835008 bytes
17:20:19.072 <COM3> extracting partition.bin (2 KB)...

17:20:19.072 <COM3> processing command [partition partition.bin]
17:20:19.073 <CoM3> Sending 'partition.bin' (2 KB)

17:20:19.091 <com3> OKAY [ 0.019s]

17:20:19.091 <CcomM3> setting partition‘)

17:20:19.095 <COM3> #=> ptn 0 name='all' start=00000000 size=01000000
type=group depth=0

17:20:19.096 <COM3> #=> ptn 1 name='external' start=00000000
size=01000000 type=flash depth=1

17:20:19.163 <COM3> #=> ptn 2 name='bootloader' start=00000000
size=00024000 type=ubi depth=2

17:20:19.163 <COM3> #=> ptn 3 name='system' start=00024000 size=004d9000
type=part depth=2

17:20:19.164 <COM3> #=> ptn 4 name='ptable' start=00024000 size=00001000
type=raw depth=3

17:20:19.164 <COM3> #=> ptn 5 name='fwcerts' start=00025000
size=00003000 type=raw depth=3

17:20:19.164 <COM3> #=> ptn 6 name='rd' start=00028000 size=00010000
type=raw depth=3

17:20:19.164 <COM3> #=> ptn 7 name='apn' start=00038000 size=00008000
type=raw depth=3

17:20:19.164 <COM3> #=> ptn 8 name='cp' start=00040000 size=003c4000
type=raw depth=3

17:20:19.164 <COM3> #=> ptn 9 name='dsp' start=00404000 size=000f4000
type=raw depth=3

17:20:19.164 <COM3> #=> ptn 10 name='rfbin' start=004f8000 size=00005000
type=raw depth=3

17:20:19.164 <COM3> #=> ptn 11 name='reserved' start=004fd000
size=008e0000 type=raw depth=2

17:20:19.164 <COM3> #=> ptn 12 name='fota_param' start=00ddd000
size=00001000 type=raw depth=2
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17:20:19.164 <COM3> #=> ptn 13 name='updater' start=00dde000
si1ze=00001000 type=raw depth=2

17:20:19.164 <COM3> #=> ptn 14 name='fota_pkg' start=00ddf000
si1ze=00001000 type=raw depth=2

17:20:19.164 <COM3> #=> ptn 15 name='nvm' start=00de0000 size=00200000
type=raw depth=2
17:20:19.164 <COM3> #=> ptn 16 name='factory' start=00fe0000
si1ze=00020000 type=part depth=2

17:20:19.164 <COM3> #=> ptn 17 name='factory_a' start=00fe0000
si1ze=00010000 type=raw depth=3

17:20:19.164 <COM3> #=> ptn 18 name='factory_b' start=00ff0000
si1ze=00010000 type=raw depth=3

17:20:19.165
17:20:19.165
17:20:19.165
17:20:19.165
17:20:19.165

boot]oader.ubi]‘a

17:20:19.165 <COM3>
17:20:19.165 <COM3>
background

17:20:19.165
17:20:19.165
17:20:19.165
17:20:19.165
17:20:19.165
background

17:
17:
17:

17:
17:
17:
17:
17:
17:
17:
17:

17:
17:
17:
17:
17:
17:
17:

20:
20:
20:

20:
20:
20:
20:
20:
20:
20:
20:

20:
20:
20:
20:
20:
20:
20:

19.
19.
19.

19.
19.
19.
19.
19.
19.
19.
19.

19.
19.
19.
19.
19.
19.
19.

165
165
165

165
165
172
172
176
178
183
183

188
188
197
197
202
204
208

<COM3>
<COM3>
<COM3>
<COM3>
<COM3>

<COM3>
<COM3>
<COM3>
<COM3>
<COM3>

<COM3>
<COM3>
<COM3>

<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>

<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>

(flasher) parse partition table successfully.

OKAY [ 0.020s]

target reported max download size of 1835008 bytes
extracting bootloader.ubi (104 KB)...

processing command [flash bootloader

Erasing 'bootloader'...
(flasher) erasing 'bootloader' scheduled 1in

OKAY [ 0.007s]

Sending sparse 'bootloader' 1/1 (104 KB)...
OKAY [ 0.014s]

wWriting 'bootloader' 1/1...

(flasher) writing 'bootloader' scheduled 1in

OKAY [ 0.006s]
target reported max download size of 1835008 bytes
extracting partition.bin (2 KB)...

processing command [flash ptable partition.bin](3
Sending sparse 'ptable' 1/1 (4 KB)...

OKAY [ 0.010s]

writing 'ptable' 1/1...

(flasher) writing 'ptable' scheduled in background
OKAY [ 0.006s]

target reported max download size of 1835008 bytes
extracting fwcerts.bin (2 KB)...

processing command [flash fwcerts fwcerts.bin]i’
Sending sparse 'fwcerts' 1/1 (4 KB)...

OKAY [ 0.009s]

writing 'fwcerts' 1/1...

(flasher) writing 'fwcerts' scheduled in background
OKAY [ 0.007s]

target reported max download size of 1835008 bytes
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17:

17:
17:
17:
17:
17:
17:
17:
17:

17:
17:
17:

20:

20:
20:
20:
20:
20:
20:
20:
20:

20:
20:
20:

19.

19.
19.
19.
19.
19.
19.
19.
19.

19.
19.
20.

209

214
214
223
260
260
260
260
260

260
261
211

<COM3>

<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>

<COM3>
<COM3>
<COM3>

successfully.
17:20:20.473 <COM3>
successfully.

17:
17:
17:
17:
17:

17

17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:

20:
20:
20:
20:
20:
:20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:

20.
20.
20.
20.
20.
20.

20.
20.
20.
20.
20.
20.
20.
20.
20.
20.
20.
20.
20.
20.
21.
21.
21.
21.
21.
21.
21.
21.
21.
21.

480
481
485
487
491
492

550
550
562
650
650
655
657
657
685
773
773
778
780
780
193
213
213
218
220
224
225
241
241
572

<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>

<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>
<COM3>

extracting Reliablebata.bin (64 KB)...

processing command [flash rd Re]iab]eData.bin](’
Sending sparse 'rd' 1/1 (4 KB)...

OKAY [ 0.009s]

writing 'rd' 1/1...

(flasher) writing 'rd' scheduled in background
OKAY [ 0.007s]

target reported max download size of 1835008 bytes
extracting apn.bin (11 KB)...

processing command [flash apn apn.bin]‘)
Sending sparse 'apn' 1/1 (12 KB)...
(flasher) partition "bootloader" erased

(flasher) partition "bootloader" written

OKAY [ 1.241s]
writing 'apn' 1/1...
(flasher) writing 'apn
OKAY [ 0.007s]

target reported max download size of 1835008 bytes
extracting cp.bin (3 MB)...

scheduled in background

processing command [flash cp cp.bin]qD

Sending sparse 'cp' 1/3 (1788 KB)...

(flasher) partition "ptable" written successfully.
OKAY [ 0.100s]

writing 'cp' 1/3...

(flasher) writing 'cp' scheduled in background
OKAY [ 0.007s]

Sending sparse 'cp' 2/3 (1788 KB)...

(flasher) partition "fwcerts" written successfully.
OKAY [ 0.116s]

writing 'cp' 2/3...

(flasher) writing 'cp' scheduled in background
OKAY [ 0.007s]

Sending sparse 'cp' 3/3 (280 KB)...

(flasher) partition "rd" written successfully.
OKAY [ 0.433s]

writing 'cp' 3/3...

(flasher) writing 'cp' scheduled in background
OKAY [ 0.007s]

target reported max download size of 1835008 bytes
extracting dsp.bin (972 KB)...

processing command [flash dsp dsp.bin]

Sending sparse 'dsp' 1/1 (976 KB)...

(flasher) partition "apn" written successfully.
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17:20:21.626 <COM3> OKAY [ 0.385s]

17:20:21.627 <COM3> Wwriting 'dsp' 1/1...

17:20:21.631 <com3> (flasher) writing 'dsp' scheduled in background

17:20:21.633 <CoM3> OKAY [ 0.007s]

17:20:21.638 <COM3> target reported max download size of 1835008 bytes

17:20:21.638 <COM3> extracting rf.bin (20 KB)...

17:20:21.642 <COM3> processing command [flash rfbin rf.bin]

17:20:21.643 <COM3> Sending sparse 'rfbin' 1/1 (20 KB)...

17:20:40.014 <com3> (flasher) partition "cp" written successfully.

17:20:40.022 <Ccom3> OKAY [ 18.381s]

17:20:40.022 <COM3> Writing 'rfbin' 1/1...

17:20:40.026 <coMm3> (flasher) writing 'rfbin' scheduled in background

17:20:40.028 <Ccom3> OKAY [ 0.007s]

17:20:40.034 <CcoM3> target reported max download size of 1835008 bytes

17:20:40.034 <CoM3> extracting updater.bin (4 KB)...

17:20:40.039 <CoM3> processing command [flash updater updater.bin]

17:20:40.039 <CcoM3> Sending sparse 'updater' 1/1 (0 KB)...

17:20:44.746 <coM3> (flasher) partition "cp" written successfully.

17:20:44.751 <COM3> OKAY [ 4.705s]

17:20:44.751 <COM3> Writing 'updater' 1/1...

17:20:44.755 <com3> (flasher) writing 'updater' scheduled in background

17:20:44.757 <CoM3> OKAY [ 0.007s]

17:20:44.758 <CoM3> processing command [erase fota_param]

17:20:44.758 <COM3> Erasing 'fota_param'...

17:20:44.763 <CoM3> (flasher) erasing 'fota_param' scheduled in

background

17:20:44.764 <COoM3> OKAY [ 0.007s]

17:20:44.764 <CoM3> processing command [erase fota_pkg]

17:20:44.764 <COM3> Erasing 'fota_pkg'...

17:20:44.769 <coMm3> (flasher) erasing 'fota_pkg' scheduled in background

17:20:44.771 <Ccom3> OKAY [ 0.006s]

17:20:44.771 <coMm3> waiting for all operations to complete

17:20:45.499 <com3> (flasher) partition "cp" written successfully.

17:20:52.614 <com3> (flasher) partition "dsp" written successfully.

17:20:52.989 <com3> (flasher) partition "rfbin" written successfully.

17:20:53.119 <com3> (flasher) partition "updater" written successfully.

17:20:53.119 <com3> (flasher) partition "fota_param" erased

successfully.

17:20:53.119 <com3> (flasher) partition "fota_pkg" erased successfully.

17:20:53.119 <CoM3> #=> pid | name | state Q | pri

stack ( used) | base addr | current

17:20:53.119 <COM3> #=> - | disr_stack | - - | =
1024 ( 772) | 0xd100f9cO | Oxffffffff

17:20:53.119 <COM3> #=> 1| idle | pending Q | 15
160 ( 128) | 0xd1002al0 | 0xd1002a30
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17:

17:

17:

17:

17

17:

17:

17:

17:

17:
17:
17:
17:
17:
17:
17:
17:
17:

0000

20:53.122 <COM3> #=> 2 |
2560 ( |
20:53.122 <COM3> #=> 3|
1024 ( 452) | 0xd1007110 |
20:53.122 <COM3> #=> 4 |
1024 ( 292) | 0xd10078a4 |
20:53.123 <COM3> #=> 5 ]
512 (. 196) | 0xd10034d4 |

:20:53.124 <COM3> #=> 6 | ethos | bT rx
1024 ( 416) | 0xd10025c4 |
20:53.125 <COM3> #=> 7 |
2560 ( 1680) | 0xd100607c |
20:53.126 <COM3> #=> 8 |
1536 ( 932) | 0xd1006b08 |
20:53.127 <COM3> #=> 9 |
1024 ( |
|

53.
53.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

main | b1 rx _
524) | 0xd1002ab0 | 0xd1003360

ipv6 | bT rx _

0xd10073f0

udp | b1 rx —

0xd1007ba8

heartbeat | b1 rx _

0xd1003628

556) | 0x850c
20:53.127 <COM3> #=>
12448 ( 5948)

20:
20:
21:
21:
21:
21:
21:
21:
21:
:21:
:21:
:21:
:21:
:21:

128
128
306
307
307
307
307
346
374
374
374
375
375
455

0xd10028cc

aboot | b1 rx

0xd10069d0

flasher | running Q

0xd1006f58

monitor | bT mutex _
0x8838

SUM |

<COM3> OKAY [ 8.359s]

<CoM3> all finished. total time: 34.904sEd
stopping aboot download engine...

<COM3> extinguishing device <COM3>...

<COM3> device <COM3> extinguished successfully.
<COM3> disconnecting from serial device <COM3>...

Reading from CcoM port (ReadIOCompletion): Operation aborted

disconnected from serial device <COM3> successfully!
received all devices closed message.

aboot download engine stopped successfully.
initializing aboot release package...

extracting download.json (2 KB)...

extracting partition.bin (2 KB)...

initialized aboot release package successfully.

bootrom version for the product is 2019.01.15.

call preboot.bin.

call flasher.bin.

show partition table.

download process is finished

6.6. Trace for boot

 If usb is connected, bootloader info log will be printed.
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Trace for boot

+ If usb is unconnected when booting, bootloader info log will not be printed.

+ preboot’s INFO log will not be printed when booting. It only be printed when
burnning program mode.

When booting. preboot’s info log will not be printed. If user what to check preboot’s
info log, check log when downloading process.

Booting trace with usb is unconnected.

[18:14:14.836]4+CHIP_ID: 0x6731, REV_ID: OxA0@
PLATFORM: CRANE (SILICON)
CRANE hardware initialization complete.

AROM! (Version: 2019.01.15)@
Initializing crypto library...
Loading. ..

welcome to the trusted boot rom world.
QSPI clock configured at 13 MHz
Detecting QSPI flash devices...

Found a known spi flash device "GD25LQ128D"€,

SPI nor flash: Manufacturer ID: OxC8, Device ID: 0x6018
Detected peb size is 4096, the first good peb number is 0O
Found preboot volume, size is 17992 bytes

BL1: Trying to Toad and verify BL2 image from volume preboot...

[18:14:15.097]U«*BL1: oKay.
[PRI : Preboot ] Executing preboot application...

Preboot version: 2020.09.220
### Non-trusted boot mode. ###

[PRI : Preboot
[PRI : Preboot

[PRI : Preboot Found PMIC with Id: 0x3b©
[PSRAM] psram_init_crane_aO.i’
AP 16ME@®

No embedded flash.©®

[PRI : Psram

]
]
]

[PRI : Preboot ] power_up_reason:Oxl.(a
]
[PRI : Psram ]
]

[PRI : Psram

[18:14:15.151]4«*Found bootloader volume, size is 66936 bytes
BL1: Trying to Toad and verify BL2 image from volume bootloader...

[18:14:15.307]U4<*BL1: okay.

[18:14:15.389]4*Starting BOOT2 (version: 2020.09.22)“)
B33 START
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[18:14:15.434] We+LastPowerOff: 0x4 @OXE5, Ox0 @OXE6

[18:14:15.459] ¥+SECBOOT_SUPPORT:NON-SECBOOT
ver:boot33.bin 20200521_verlEd

Poweron: Ox1

onkeyPoweroncCheck

[18:14:16.498]W«~*NO FOTA FLAG

PS:LTEGSM
IMG:CRANE_DS_LTEGSM_DKB_Z2_A0_XIP_LWIP_MODULEONLY_16M16M
LDT_RW_CPZ_INFO

[Rw_cPz_1] [DDR_RW_] [7ea00000] [80051508] [00023a10] [80051508]
[Rw_CPZ_3] [PS_NCAH] [7ef20000] [80074f18] [000052c0] [80058d96]
[RW_CPZ_4] [USBNCAH] [7ef92400] [8007a1d8] [00000244][8005928c]
[Rw_CPz_5] [CODE_PS] [7e200000] [8007a41c] [0054320c] [800593ed]
Region CPZ struct detected from LDT

decompress [ DDR_RW_] from [80051508] to [7ea00000]

[18:14:16.534]4~*decompress [ PS_NCAH] from [80058d96] to [7ef20000]
decompress [ USBNCAH] from [8005928c] to [7ef92400]
decompress [ CODE_PS] from [800593ed] to [7e200000]

[18:14:18.114]¥t~*stop decompress as no further RW_CPZ_ detected
logo.bin not exist in PTB

B33 DONE

PC:0x80040000

[18:14:18.183]U+Cinit 1EA

srand(1)

CRANE_CUST_VER_INFO = N/A
file:X:\hop\BSP\src\cinitl.c,function:Cinitl,line:675

chip id is CRANE AOQ.

bootrom version is 2019.01.15.

QSPI flash is GD25LQ128D.

Preboot version.

PMIC with 1d: Ox3b, is PM813 A3.
power_up_reason read from PMIC.
PSRAM driver is crane_a0.

PSRAM type is AP 16MB. It is read from fuse bits.

0000006 0O
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EE® ©0

whether has internal SPI flash. CRANE has no embedded flash. it is read
from fuse bits.

BOOT2 version.

Start BOOT33.
Start CP.
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upload function

The tool supplys function that data can be uploaded from external/internal flash
to PC, saved as binary files. It supplys user a debug method for consistency
verification manually.

1. Uncompressed source files from released normal package(eg:
ASR_CRANE_EVB_CRANEG_Z2_ 32MB.zip)

2. Release a package for upload fuction.
3. Burn program with upload package. the dump data is written in binary files.

4. Compare uploaded binary files with source files. The data must be same.

When burning program process, bootloader has mechanism for consistency
verification when downloding data from PC to psram and writing data from psram
to flash.

If flash’s data is updated in future by other reason, user can use the upload
function to dump data from flash to check.

7.1. Generate upload package
Two methods are supplied to generate upload package:

1. arelase.exe(cmdline)

2. Aboot.exe(GUI)

7.1.1. Arelease.exe

In cmdline mode, enter arelease.exe, the help information is shown as below:
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Arelease.exe

execute arelease.exe in windows’s cmd.exe.

aboot-to001s5-2020.09.25-win-x64>arelease.exe
Asrmicro Aboot Release Application.

Generate release package for designated product.

Usage: arelease.exe [OPTION]... [FILE]
-h, --help Display this help and exit
-c, --config=config Products base config directory
omit for current directory
-I, --image-base=base Images base directory
-k, --keygen Generate security keys
--key-alg=alg Key algorithm: 'rsa' (default), 'ecdsa'
-1, --Tist List all supported products
-g, --generate Generate release package
--erase-all Add erase all command before any flash
operations
--erase-all-only oOnly execute erase all command
--fuse-only only generate fuse commands
--upload-only only generate upload commands
-p, --product=product Select which product to generate
-v, --variant=variant Select product variant
-i, --images=images Set image path for image id
E.X. -1 seagull=seagull.bin,msa=msa.bin
[FILE] The option FILE designated the output filename
if not designated, will use $product.zip as
default
Example:
arelease.exe -c . -k --key-alg=rsa
arelease.exe -c . -1

arelease.exe -c . -g -p ASR_CRANE_EVB -v CRANE_AQO_16MB
arelease.exe -c . -g --erase-all -p ASR_CRANE_EVB -v CRANE_AQ_16MB
arelease.exe -c . -g --erase-all-only -p ASR_CRANE_EVB -v
CRANE_AO_16MB

arelease.exe -c . -g --fuse-only -p ASR_CRANE_EVB -v CRANE_AO_16MB

arelease.exe -c . -g --upload-only -p ASR_CRANE_EVB -v CRANE_AO_16MB@
arelease.exe -c . -g -p ASR_CRANE_EVB -v CRANE_AQO_16MB
ASR_CRANE_EVB.zip

arelease.exe -c config -I images -g -p ASR_CRANE_EVB -v CRANE_AOQ_16MB

© the upload command example.
1) Get products list

execute arelease.exe -l in windows’s cmd.exe.
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aboot-to01s-2020.09.25-win-x64>arelease.exe -1

Parsing command Tine paramters ...

Finished parsing command Tine paramters.

Supported product list:

ORDER PRODUCT VARIANT

ASR_CRANE_EVB
CRANEGM_AO_16MB
CRANEGM_AO0_32MB
CRANEG_Z2_16+8MB
CRANEG_Z2_32+8MB
CRANEG_Z2_32MB
CRANE_AQ0_0O8MB
CRANE_AOQO_16+8MB
CRANE_AOQO_16MB
CRANE_AOQ_32MB

ASR_JACANA_EVB

.0 JACANA_EVB

R RO OOOOOOOoOOoOOo
0 NO VLT WIN RO

2) Generate upload package zip file
For example (product is CRANE_AO_16MB):

copy the command to in windows’s cmd.exe, execute it. The output file
ASR_CRANE_EVB_CRANE_AO0_16MB_UPLOAD.zip will be generated under
the tool’s folder.

arelease.exe -c . -g --upload-only -p ASR_CRANE_EVB -v CRANE_AO_16MB

execute arelease.exe in windows’s cmd.exe.

aboot-t001s5-2020.09.25-win-x64>arelease.exe -c . -g --upload-only -p
ASR_CRANE_EVB -v CRANE_A(0_16MB

Parsing command line paramters ...
Release package file name not specified, use product name as base.
Finished parsing command 1line paramters.
Processing all images needed ...
Generating fip image "preboot_2019.01.15" with id "preboot.img" ...
Opening image "preboot_bin_2019.01.15" from "u:\00aboot\aboot-
t0015-2020.09.25-win-x64\1images\2019.01.15\preboot.bin"
Done.
Done.
Generating fip image "flasher_2019.01.15" with id "flasher.img" ...
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opening image "flasher_bin_2019.01.15" from "u:\0Oaboot\aboot-
t001s5-2020.09.25-win-x64\images\arom.bin"
Done.
Done.
Generating fip image "preboot_upload" with id "preboot.img" ...
Opening image "preboot_bin_upload" from "u:\0Oaboot\aboot-
t001s-2020.09.25-win-x64\images\preboot.bin" ...
Done.
Done.
Generating fip image "flasher_upload" with id "flasher.img" ...
opening image "flasher_bin_upload" from "u:\0Oaboot\aboot-
too1s-2020.09.25-win-x64\images\flasher.bin" ...
Done.
Done.
Generating finf image "flashinfo" with id "flashinfo.bin" ...
Done.
Generating aptb image "partition" with id "partition.bin" ...
Done.
Done.
Calculating total progress weight ...
Done.
Generating download commands ...
Done.
Generating target release package ...
Done.
Release package generated successfully!

7.1.2. Adownload.exe
1) Get products list

* open Release page, the products list is shown, see Variant column.

+ Click Package Type selection frame, change string element from Normal to
"Upload".

+ select the product id for generate a upload package. eg: CRANE_AQ_16MB
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W Aboctoomipad et I—
OSR

Release products table

|

Figure 7.1. select upload function

» After selected, the default output file name is changed, has the key words
UPLOAD. eg: ASR_CRANE_EVB_CRANE_AO0_16MB_UPLOAD.zip. If user
want to updated output name, click name and enter new words manually.

I AbootDownload (Version: 2020.09.25) BT
LSR Release
Release products table
4 Pack
] R cran we 1o seveiziorb o
Custom Images table

image id lect
:
osf
o ted

Figure 7.2. upload function is selected

* Click Release Button, the key words are shown in log console. output zip file
is generated in the folder of tool.
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Burn upload package

Custom Images table

CRANE_EVB_CRANE_AB_16MB_UPLOAD. 21y I

Figure 7.3. upload package is generated
7.2. Burn upload package
Two methods are supplied to burn upload package:

1. Adownload.exe(cmdline)

2. Aboot.exe(GUI)

7.2.1. Adownload.exe

1) In cmdline mode, enter adownload.exe in windows cmd.exe, the help
information is shown as below:

[new version’s directory]\adownload.exe help information.
aboot-t001s-2020.09.25-win-x64>adownload. exe
Asrmicro aboot download console application.

Download release package FILE to boards.

Usage: adownload.exe [OPTION]... [FILE]
-h, --help Display this help and exit
-p, --port=port Use named serial ports separate with comma
-a, --auto-enable Or auto enable arom usb ports device
-u, --usb-only Use arom usb ports only
-d, --dump-enable Enable dump download protocol packet
-s, --speed=speed Use given speed for serial communication
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--baud=speed Supported baud rates:
(115200, 230400, 460800, 921600, 1842000,

3686400)

-m, --production Running in mass prodcution mode, default
is upgrade mode

-f, --at-fallback send AT cmd to fallback to download mode

-r, --reboot Reboot device after finished

-q, --quit Quit application after any port finished
Example:

adownload.exe -p CoM1l,CcoM2 -s 115200 aboot.zip

adownload.exe -u -a -s 115200 aboot.zip"
adownload.exe -p COM1 -a -s 115200 aboot.zip

© burn upload package can follow the commond. It is good to add -q.

2) execute burn program commond:

Need add -q, if adownload.exe is finished, exe will be automatically exit.

aboot-too1s-2020.09.25-win-x64> adownload.exe -u -a -s -q 115200
ASR_CRANE_EVB_CRANE_AO_16MB_UPLOAD. z1i p

7.2.2. Aboot.exe

* Open Burn page, the latest zip is loaded automatically.
want(eg:

the loaded =zip by automatically is not what you

If

ASR_CRANE_EVB_CRANE_AO0_16MB_UPLOAD.zip), you can select

upload package zip file by click the hand magnifier Button.

Information of upload package:

1. Download Command Table:

It shows that a upload command will be executed.

1. Patition table:

It shows the flash space for dump data.
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AT Fallback

Name Type size vstart vsize
a group 0
extemal flash
Download command table

Group Command Name | Partiion Value | Image Image size(hex) Image size(dec)

product aromjarom-tiny

preboot img
flasher.

flasherimg

0
0 parttion
0

flashinfo.bin
pariiion partion.bin
C pioad an agroup ]

Figure 7.4. upload package information

Click Start Button to execute commands of upload function. User can check
which command is executed from log console.

[l AbootDownlosd (Version: 20200925 I T I I (SN )
(

| £SR Downioad

| |
{

U:\00aboot\aboot-tools-2020.09 25—wm—x841ASR_CRANE_EVB_CRANE_AOJSMB_UPLOAD Zip | ‘

= sem g o |
| ‘

Figure 7.5. upload package is burning

B AbootDownload (Version: 2020.09.25) [ ¥ . — ==
Download =

U:\00aboot\aboot-tools-2020.09.25-win-x64\ASR_CRANE_EVB_CRANE_A0_16MB_UPLOAD.zip

. E= @

Figure 7.6. upload package is burned




Aboot.exe

» After completed, the dump data from flash is written to many binary files under
the folder upload, shown as below:

[new version’s directory]\upload.

aboot-too1s-2020.09.25-win-x64\upload>dir

2020/09/29
2020/09/29
2020/09/29

2020/09/29
2020/09/29
2020/09/29
2020/09/29
2020/09/29

2020/09/29
2020/09/29
2020/09/29
2020/09/29
2020/09/29
2020/09/29
2020/09/29
2020/09/29
2020/09/29
2020/09/29
2020/09/29
2020/09/29
2020/09/29
2020/09/29

2020/09/29
2020/09/29

09:
09:
09:

09:
09:
09:
09:
09:

09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:

09:
09:

28
28
28

28
28
28
28
28

28
28
28
28
28
28
28
28
28
28
28
28
28
28

28
28

16,777,216
12,015
32,768

147,456
3,947,242
3,948,544
995,658
999,424

16,777,216
131,072
65,536
65,536
4,096
4,096
2,232
12,288
2,097,152
2,188
4,096
65,536
9,306,112
20,480

5,083,136
4,096

all.group
apn.img
apn.raw
bootloader.ubi@
cp.img

cp.raw

dsp.img
dsp.raw
external.flash®
factory.part
factory_a.raw
factory_b.raw
fota_param.raw
fota_pkg.raw
fwcerts.img
fwcerts.raw
nvm. raw
ptable.img
ptable.raw
rd.raw
reserved.raw
rfbin.raw

system.part@’
updater.raw

© Dbootloader.ubi: dump from booloader partition. Since it is in UBI format, it will
not same as the bootloader.ubi uncompressed from source zip file. Ubi pebs
is dynamically selected when written flash, peb id is not increased from 0.
But bootload.ubi also can be useful to see details manaully. preboot.bin is
one volume, boot2.bin and boot33.bin is another volume.

@® external.flash: the whole data dumped from external.flash

©® system.part: the data dumped from system partition. We alway use it to
compare with system.bin which is uncompressed from source zip file. The
data must be same. System partition includes data of cp.raw and dsp.raw
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The source files uncompressed from zip file(eg:
ASR_CRANE_EVB_CRANE_AO_16MB.zip), is shown as below:

[new version’s directory]\[the folder which is uncompressed from zip].

aboot-to0015-2020.09.25-win-x64\ASR_CRANE_EVB_CRANE_AO_16MB>dir

2020/09/25 17:11 12,015 apn.bin
2020/09/28 18:56 106,496 bootloader.ubi@®
2020/09/25 17:11 3,947,242 cp.bin
2020/09/28 18:56 2,739 download.json
2020/09/25 17:11 995,658 dsp.bin
2020/09/28 18:56 34,396 flasher.img
2020/09/28 18:56 936 flashinfo.bin
2020/09/28 18:56 101 fota.json
2020/09/28 18:56 2,232 fwcerts.bin
2020/09/28 18:56 2,188 partition.bin
2020/09/28 18:56 17,992 preboot.img
2020/09/25 17:11 65,536 ReliableData.bin
2020/09/25 17:11 20,480 rf.bin
2020/09/28 18:56 5,083,136 system.img€)
2020/09/25 17:11 4,096 updater.bin

© Dbootloader.ubi: data starts from lowest address in the image, eg: peb0. When
burning bootloader.ubi to flash, code will choose a lowest written counter’s
peb to save data.

@® system.img: the data of system partition. It should be same as system.part
dumped from upload function.
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erase all function

The tool supplys function for erase all space of flash.

Burn program with released normal package only erases these space
automatically:

1. Blocks or sectors which will be written data in.

2. partition is forced erased by erase commond in Download Command Table.

In some special case, user can use the erase all funtion to erase all space of flash.
Reset all bytes of flash to OxFF.

8.1. Generate erase all package
Two methods are supplied to generate erase all package:

1. Adownload.exe

2. Aboot.exe
8.1.1. Adownload.exe

In cmdline mode, enter arelease.exe in windows’s cmd.exe, the help information
are shown as below:

execute arelease.exe in windows’s cmd.exe.

aboot-t001s-2020.09.25-win-x64>arelease.exe
Asrmicro Aboot Release Application.
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Generate release package for designated product.

Usage: arelease.exe [OPTION]... [FILE]
-h, --help Display this help and exit
-c, --config=config Products base config directory
omit for current directory
-I, --image-base=base Images base directory
-k, --keygen Generate security keys
--key-alg=alg Key algorithm: 'rsa' (default), 'ecdsa'
-1, --Tist List all supported products
-g, --generate Generate release package
--erase-all Add erase all command before any flash
operations
--erase-all-only oOnly execute erase all command
--fuse-only only generate fuse commands
--upload-only only generate upload commands
-p, --product=product Select which product to generate
-v, --variant=variant Select product variant
-i, --images=images Set image path for image id
E.X. -1 seagull=seagull.bin,msa=msa.bin
[FILE] The option FILE designated the output filename
if not designated, will use $product.zip as
default
Example:
arelease.exe -c . -k --key-alg=rsa
arelease.exe -c . -1

arelease.exe -c . -g -p ASR_CRANE_EVB -v CRANE_AQ_16MB

arelease.exe -c . -g --erase-all -p ASR_CRANE_EVB -v CRANE_AO_16vMB@
arelease.exe -c . -g --erase-all-only -p ASR_CRANE_EVB -v

CRANE_AO_16MB®

arelease.exe -c . -g --fuse-only -p ASR_CRANE_EVB -v CRANE_AQ_16MB
arelease.exe -c . -g --upload-only -p ASR_CRANE_EVB -v CRANE_AQ_16MB
arelease.exe -c . -g -p ASR_CRANE_EVB -v CRANE_AQO_16MB
ASR_CRANE_EVB.zip

arelease.exe -c config -I images -g -p ASR_CRANE_EVB -v CRANE_AOQ_16MB

© before writing flash, erase all space of flash at firstly.
@® only erase all space of flash. Image data will not be written to flash.

1) Get products list

excute arelease.exe -l in windows’s cmd.exe.

aboot-t001s5-2020.09.25-win-x64>arelease.exe -1
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Parsing command Tline paramters ...

Finished parsing command 1line paramters.

Supported product list:

ORDER PRODUCT VARIANT

ASR_CRANE_EVB
CRANEGM_AQ_16MB
CRANEGM_A0_32MB
CRANEG_Z2_16+8MB
CRANEG_Z2_32+8MB
CRANEG_Z2_32MB
CRANE_AO0_08MB
CRANE_AO_16+8MB
CRANE_AO_16MB
CRANE_AO0_32MB

ASR_JACANA_EVB

.0 JACANA_EVB

PF RO OOOOOOOOoOOo
0 N O VT W N RO

2) Generate erase all package zip file
For example (product is CRANE_AO_16MB):

Copy the command to execute in windows’s cmd.exe. The output file
ASR_CRANE_EVB_CRANE_AO0_16MB_ERASEALL.zip will be generated in
the tool’s folder.

arelease.exe -c . -g --erase-all-only -p ASR_CRANE_EVB -v CRANE_AOQ_16MB

excute arelease.exe in windows’s cmd.exe for erase all.

aboot-t001s5-2020.09.25-win-x64>arelease.exe -c . -g --erase-all-only -p
ASR_CRANE_EVB -v CRANE_A(0_16MB
Parsing command line paramters ...
Release package file name not specified, use product name as base.
Finished parsing command 1line paramters.
Processing all images needed ...
Generating fip image "preboot" with id "preboot.img"
Opening image "preboot_bin" from "u:\0Oaboot\aboot-tools-2020.09.25-
win-x64\images\2019.01.15\preboot.bin" ...
Done.
Done.
Generating fip image "flasher" with id "flasher.img"
Opening image "flasher_bin" from "u:\0Oaboot\aboot-tools-2020.09.25-
win-x64\images\2019.01.15\flasher.bin" ...

79



Aboot.exe

Done.
Done.
Generating finf image "flashinfo" with id "flashinfo.bin'
Done.
Generating aptb image "partition" with id "partition.bin’
Done.
Done.
Calculating total progress weight ...
Done.
Generating download commands ...
Done.
Generating target release package ...
Done.
Release package generated successfully!

8.1.2. Aboot.exe
1) Get products list

* open Release page, the products list is shown, see Variant column.

» Click Package Type selection frame, change string element from Normal to
Erase All.

+ select the product id for generate a upload package. eg: CRANE_AO_16MB.

=

Figure 8.1. select erase all function

+ After selected, the default output file name is changed, has the key words
ERASE ALL. eg: ASR_CRANE_EVB_CRANE_A0_16MB_ERASEALL.zip.
If user wants to update name, click it and update it manually.
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I AbootDownload (Version: 2020.09.25) — [
| aSR : Release 11
| I
: | T |
Release >
]
‘ ‘
Figure 8.2. erase all fucntion is selected
» Click Release Button, the key words can be seen in log console.
I AbootDownload (Version: 2020.09.25) — e o)
N__—a.- ]
=]
: |

Figure 8.3. erase all package is generated
8.2. Burn erase all package
Two methods are supplied to burn erase all package:

1. Adownload.exe(cmdline)

2. Aboot.exe(GUI)

8.2.1. Adownload.exe

1) In cmdline mode, enter adownload.exe in windows cmd.exe, the help
information is shown as below:
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[new version’s directory]\adownload.exe help information.
aboot-t001s-2020.09.25-win-x64>adownload.exe
Asrmicro aboot download console application.

Download release package FILE to boards.

Usage: adownload.exe [OPTION]... [FILE]

-h, --help Display this help and exit

-p, --port=port Use named serial ports separate with comma

-a, --auto-enable Or auto enable arom usb ports device

-u, --usb-only Use arom usb ports only

-d, --dump-enable Enable dump download protocol packet

-s, --speed=speed Use given speed for serial communication

--baud=speed Supported baud rates:
(115200, 230400, 460800, 921600, 1842000,

3686400)

-m, --production Running in mass prodcution mode, default
is upgrade mode

-f, --at-fallback Send AT cmd to fallback to download mode

-r, --reboot Reboot device after finished

-q, --quit Quit application after any port finished
Example:

adownload.exe -p COM1l,COM2 -s 115200 aboot.zip

adownload.exe -u -a -s 115200 aboot.zip"
adownload.exe -p COM1 -a -s 115200 aboot.zip

© burn erase all package can follow the commond. It is good to add -q.

2) execute burn program commond:

Need add -q, if adownload.exe is finished, exe will be automatically exit.

aboot-to001s5-2020.09.25-win-x64> adownload.exe -u -a -s -q 115200
ASR_CRANE_EVB_CRANE_AQ_16MB_ERASE_ALL.zip

8.2.2. Aboot.exe

* In Burn page, the latest =zip is loaded automatically. If
the loaded zip by automatically is not what you want(eg:
ASR_CRANE_EVB_CRANE_A0_16MB_ERASE_ALL.zip), you can select
erase all package zip file by click the hand magnifier Button.
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Information of erase all package:
1. Download Command Table:

It shows that a erase command will be executed.

1. Patition table:

It shows the flash space for erase all.

Partition table

Download command table

Name | Partion Value | Image Image size(nex) Image size(dec)

[ T e Tariion

Figure 8.4. erase all package information

« Click "Start" Button to execute commands of erase all function. User can check
which command is executed from log console.

I AbootDownlosd (Version: 20200925 W e . - — ———

LSR Download

(=5

U:\00aboot\aboot-tools-2020.09.25-win-x64\ASR_CRANE_EVB_CRANE_AO_16MB_ERASEALL zip

. 5o Ty ot

Figure 8.5. erase all package is burning
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[l AbootDownloed (version: 202000 S WERLEEERNE, e SENEESHE WS R D S, YR W e m—— [ESSEOY™)

ASR

U:\00aboot\aboot-tools-2020.09.25-win-x64\ASR_CRANE_EVB_CRANE_AO0_16MB_ERASEALL .zip

| L Save Training Order

Figure 8.6. erase all package is burned

After it is completed, all bytes of flash are OxFF. User also can dump data from

flash via upload function to check the result.
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Boot in production mode

Aboot.exe(GUI) Misc page supply Button to let board boot in production mode.
When board boots in production mode, board can receive AT commonds from PC.
Board can response to AT commonds for audio or RF calibaration without GUI.

Boot in production mode is different with normal mode
S which will start GUI.

9.1. Enter production mode

I8 AbootDownload (Version: 2020.09.25) [E=E )
| Enter Production Mode > |

Figure 9.1. board boot as production mode.

+ Start aboot production mode engine

Click button Enter Procution Mode to start aboot production mode engine. Button
change to contrary status Stop Procution Mode.

¢ Reset board with button Reset.

It is valid only when aboot production mode engine is running.
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The key words PROD CMD ACCEPTED! is shown in log console. The power up
reason is recorded in RTC register. RTC will not be clear by reset. RTC only be
cleared by power down.

B AbootDownload (Version: 2020.09.25) =B

[ NS load Release Misc

Stop Production Mode >

Figure 9.2. board boot as production mode.
+ Stop aboot production mode engine.

Click button Stop Procution Mode to stop aboot production mode engine. Button
change to contrary status Enter Procution Mode.
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[ AbootDownload (Version: 2020.09.25) - [ © [

|
| Enter Production Mode >

Figure 9.3. stop aboot production mode engine
Uart traces show board start in production mode

boot in production mode.

CHIP_ID: 0x3602, REV_ID: 0x00
PLATFORM: CRANE (SILICON)
CRANE hardware initialization complete.

AROM! (Version: 2020.04.08)

Initializing crypto library...

Loading. ..

welcome to the trusted boot rom world.

QSPI clock configured at 13 MHz

Detecting QSPI flash devices...

Found an unknown spi flash device which has same manufacture id with
"w25Q128JIw"

SPI nor flash: Manufacturer ID: OXEF, Device ID: 0x6019

Detected peb size is 4096, the first good peb number is 0

Found preboot volume, size is 17992 bytes

BL1: Trying to load and verify BL2 image from volume preboot...

[16:04:37.481]4t<*BL1: oKay.
[PRI : Preboot ] Executing preboot application...




Enter production mode

[PRI :
[PRI :
[PRI :
[PRI :
[PRI :
[PRI :
[PRI :

Preboot
Preboot
Preboot
Preboot
Psram
Psram
Psram

IS Ty N T N '

Preboot version: 2020.09.22
### Trusted boot mode. ###
Found PMIC with Id: Ox3b
power_up_reason=0x48.

[PSRAM] psram_init_craneg_zl.
AP 8+8MB

Has embedded flash.

[16:04:37.533]U«*Found bootloader volume, size is 66828 bytes
BL1: Trying to Toad and verify BL2 image from volume bootloader...

[16:04:37.695]U*BL1: oKay.

[16:04:37.819] W «*[INFO: mMain ]

[INFO: Main ] Starting BOOT2 (Version: 2020.09.22)

[INFO: PMIC ] Get restart cmd = 0x52

[INFO: PMIC ] Set restart status = 0x52

[INFO: QspiNor ] Manufacturer ID: OxXEF, Device ID: 0x6019.
[INFO: QspiNor ] Found a known spi flash device "w25Q2563w".
[ERR : QspiNor ] [gspi_nor_flash_probe] update SMPR bit5=1, use
falling edge.

[INFO: QspiNor ] flash_cancel_block_protected_dq: status3 = 0x61,
status2 = Ox2, statusl = Ox0

[INFO: Boot2 ] parse flash info table succes

[16:04:37.854] Yesfully.

[INFO: Boot2 ] Loading partition table into #0xb0020000
[INFO: Boot2 ] Done.

[INFO: Boot2 ] Running in production mode . @

[INFO: Boot2 ] Load and verify boot33 from bootloader volume.
[INFO: Boot2 ] Done.

[INFO: Boot2 ] Decompressing boot33...

[INFO: Boot2 ] Done.

[INFO: Boot2 ] Booting boot33...

[INFO: Boot2 ] boot to 0X7E000000, cpsr should be 0x0x1D3
B33 START

[16:04:37.889] W«eLastPowerOff: 0x80 @OxE5, Ox0 @OXE6

[16:04:37.952] ¥ «+SECBOOT_SUPPORT:NON-SECBOOT
ver:boot33.bin 20200521 _verl

Poweron: 0x48
NO FOTA FLAG
PS:LTEGSM
IMG:CRANE_DS_LTEGSM_DKB_Z2_A0_XIP_LWIP_MODULEONLY_16M16M

LDT_RW_CPZ_INFO
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[Rw_CPz_1] [DDR_RW_] [7ea00000] [80051508] [00023a10] [80051508]
[Rw_CPZ_3] [PS_NCAH] [7ef20000] [80074f18] [000052c0] [80058d96]
[RW_CPZ_4] [USBNCAH] [7ef92400] [8007a1d8] [00000244][8005928c]
[Rw_CPz_5] [CODE_PS] [7e200000] [8007a41c] [0054320c] [800593ed]
Region CPZ struct detected from LDT

decompress [ DDR_RW_] from [80051508] to [7ea00000]

[16:04:37.988]U~*decompress [ PS_NCAH] from [80058d96] to [7ef20000]
decompress [ USBNCAH] from [8005928c] to [7ef92400]

decompress [ CODE_PS] from [800593ed] to [7e200000]
[16:04:39.569]Y~estop decompress as no further RW_CPZ_ detected
logo.bin not exist in PTB

B33 DONE

PC:0x80040000

[16:04:39.638]4*Cinit 1
© key words for booting in production mode.

9.2. Exit production mode

Power down the board. The power up reason in RTC is cleared. Board will boot
in normal mode next time.
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